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Chapter 1
The Desktop Management Challenge

Coping with a never-ending stream of software upgrades and patches, dealing with
personal software on desktop PCs, and managing a variety of software versions and
hardware failures all present challenges to system administrators. As the number of
desktops grows, management and operational costs rise. Ensuring that every system is
protected against the latest security attacks is a time-consuming task, and energy
budgets inflate as more desktops are added to the environment. In addition,
demonstrating compliance with industry or government legislation and internal
policies is difficult when applications reside on individual PCs. Perhaps most
importantly, sensitive data and critical applications on desktops and laptops are
vulnerable to theft and data loss — a problem that is exacerbated by poor backup
procedures.

With more users needing the ability to work remotely, enterprises are recognizing the
need to let people move from place to place without losing the functionality of
traditional fixed asset environments. Unfortunately, traditional PC-based approaches to
desktop computing struggle to support mobility, and pose a variety of challenges that
even the most advanced system management tools often fail to address.

Desktop virtualization applies well-known datacenter expertise to hosting desktop PC
environments. It enables isolation, encapsulation, and mobility, helping organizations
to run different operating systems side-by side, run legacy Win32 applications next to
Web 2.0 applications, and move operating systems, applications, and desktops to
different devices. In fact, desktop environments can be moved off individual desktops
and centralized on dedicated servers in the datacenter. As a result, organizations can
take advantage of client device independence, provide true mobility for workers,
streamline management, and keep information secure.

This Sun BluePrints™ article describes a reference implementation for desktop
virtualization deployments developed by technology leaders in desktop virtualization
and thin client technology, and explains how to install and configure key software
components. Combining the Sun Ray” Software, Sun Ray thin clients, and VMware View
Manager, the reference implementation gives clients access to resilient and secure
desktop environments.

Building on over 10 years of experience delivering desktops over the network, Sun
continues to work with VMware to deliver high-performance virtualization solutions
that can help organizations make better use of valuable resources. By utilizing a
feature-rich virtual desktop infrastructure solution with some of the most secure thin
clients available, the reference implementation provides a highly secure solution that
can help simplify desktop management.
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Chapter 2
Desktop Virtualization with Sun and VMware

Software

To be effective, enterprise desktop virtualization solutions must be able to:

e Ease desktop environment management — Hosting virtualized desktop images in
datacenters can help reduce the challenges associated with upgrading and
patching applications and operating systems.

¢ Scale to meet demand — Every tier of an enterprise virtualization solution must
be able to grow and handle hundreds or thousands of desktops.

¢ Deliver needed performance and security — Whether users are working locally on
a LAN or accessing virtual desktops remotely via WAN or Internet connections,
systems must provide secure access to the environment, keep transmitted
information safe, and deliver adequate performance to support productivity.

¢ Assign desktops effectively — Because users employ various tools to perform job
functions and handle responsibilities, virtualized desktop environments must be
able to provision different, or multiple, desktops to users. For example, some users
require personally assigned desktops, while others can use desktops from a shared
pool.

VMware software can be combined with Sun software, servers, and thin clients to
create a dynamic platform that brings virtualization to the desktop and enables user
mobility through a server-centric model that simplifies desktop access and
management (Figure 2-1).

Figure 2-1. Sun Ray technology and VMware View Manager solution stack
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e Sun Ray Software

Sun Ray Connector for VMware View Sun Ray Software enables users to access applications and services from any

Manager is a free, add-on component for Sun location using Sun Ray compatible thin client devices. Since Sun Ray thin clients

Ray Software that is available for download . . .
do not contain any local processing or storage resources, these functions are

performed centrally on servers. The Sun Ray Connector for VMware View Manager

at:
http://sun.com/software/sunray/get_addons
Jsp allows Sun Ray users to connect to Windows virtual machines via the VMware

View Manager software.

e VMware Infrastructure Software
VMware Infrastructure 3, comprised of VMware ESX Server and VMware vCenter, is
virtual machine technology for partitioning, consolidating, and managing
systems in mission-critical environments. VMware ESX Server provides a highly-
scalable virtual machine platform with advanced resource management
capabilities, all of which is managed through VMware vCenter.

e VMware View Manager
VMware View Manager is an enterprise-class desktop management broker that

securely connects remote users to virtual desktops in the datacenter. An easy to use,
Web-based interface provides management of the centralized environment.

Architecture Overview

The Sun Ray technology and VMware View Manager solution uses a multilayered
approach that centralizes and facilitates access to services and applications to bona fide
users while denying entry to those that are unknown or have insufficient privileges

(Figure 2-2).
Datacenter

VMware Home
Infrastructure 3 VPN Gateway :

' VMware View :

Manager ALP :

5 - e

. Storage [ ——

. ALP : EESEYTE

i Switch
VMware
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: Servers : Switch
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Virtualization Session Management Virtual Desktop Remote Office
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Figure 2-2. Sun Ray technology and VMware View Manager solution architecture
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Virtualization Layer

The virtualization layer consists of one or more servers dedicated to hosting desktops
for users, and is typically housed in a datacenter or other secure environment. To
support simultaneous access to multiple desktops on a client, the virtualization layer
can consist of a heterogeneous collection of servers linked to clients through a session
management layer.

Virtualization is made possible by a hypervisor in the physical server that encapsulates
each virtual machine, letting the operating system function in an emulated hardware
environment that provides needed resources. Encapsulated virtual machines can be
moved from one physical host to another without concern for differences in hardware
or device driver capabilities. Once encapsulated, virtual machines are isolated from one
another to ensure problems that occur in one environment do not affect other virtual
machine instances.

Session Management Layer

Sun Ray servers act as a management layer between virtual desktop servers in the
virtualization layer and client desktop environments in the desktop access layer. These
session management layer servers enable desktop virtualization by decoupling client
devices that deliver application-generated video, audio, and user interfaces from the
actual provisioning and processing of application software. Session management layer
servers can be horizontally scalable servers from Sun or other vendors with
UltraSPARC®, AMD Opteron™, or Intel® Xeon® processors running the Solaris” Operating
System (Solaris 0S).

Session management layer servers are often bound together in failover groups of two
or more servers to increase availability in the event of a network or system failure. If a
server is rendered unavailable, each Sun Ray desktop unit connected to the server
reconnects to an available server in the failover group, and to a previously existing
desktop session. Since the desktops are hosted in the virtualization layer, users are
presented with the same system state without data loss.

Active Directory servers authenticate users and implement access policies, such as
restricting the permitted hours for login and password expiration dates. Sun Ray
Connector for VMware View Manager forwards user names and passwords to VDM, and
the authentication occurs between the VMware View Manager and Active Directory
software.

Virtual Desktop Access Layer

The client tier includes Sun Ray devices used to access services that are connected to
the server via a wired or wireless LAN or WAN over a modem, cable modem, digital
subscriber line (DSL), WiFi, or other communications channel.
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Key Capabilities

The desktop virtualization reference implementation provides several key capabilities.

* Session mobility (hot-desking)
Desktop virtualization gives users the ability to move from one Sun Ray client to
another and resume the desktop session. Because the user session executes on a
server rather than the client device, users can migrate from one Sun Ray thin
client to another — without pausing or saving applications — and access the
session from a different Sun Ray client. The session appears instantly in the new
location once the user is identified through the insertion of an optional smart
card. This hot-desking capability is possible whether a user moves to the next
cubicle, works from a remote or home office, or checks in from a Sun Ray device on
the other side of the world.

¢ Regional hot-desking
Regional hot-desking gives users access to desktop sessions across a wide domain
and longer distance than a single failover group. Enterprises with multiple failover
groups and users that move from one location to another — such as between
corporate headquarters and various branch offices — can take advantage of
regional hot-desking.

¢ Stateless delivery of desktops and applications
The Sun Ray technology and VMware View Manager solution provides stateless
connectivity to Sun Ray thin clients. Changes to the client device, such as a reboot
or power outage, do not affect desktop environments or applications running in
the virtualization layer. Upon restart, clients reconnect to the back-end servers
and sessions resume where users left off.

¢ Simplified deployment and administration
The Sun Ray technology and VMware View Manager solution centralizes software
installation and management. Organizations only need to install and maintain a
single instance of an operating system on a virtualization layer server. The
operating system is made available to qualified users over the network,
eliminating the need to install and maintain environments on every client
platform. Because operating systems are maintained in the datacenter, upgrade
and patch installation processes are simplified, reducing administrative burden as
well as the impact of malware attacks.

¢ Data security
While users gain freedom in how, where, and when they access enterprise IT
services, managers retain full control over who has what kind of access to specific
resources and information. Security features help maintain process and data
integrity. In addition, Sun Ray thin clients do not contain disk drives. Data is stored
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on central storage and cannot be compromised if the device is stolen.
Furthermore, copying data to external USB devices is possible only if enterprise
data management policies permit.

Performance

Many companies allow users to work from home or at a variety of office locations.
With users working under a variety of network conditions, it is important for the
system to provide the performance needed for users to be productive. The Sun Ray
technology and VMware View Manager solution takes advantage of the high-
performance Sun Ray Appliance Link Protocol (ALP) to transmit user input and
screen updates from datacenters to the client over local and wide area networks.
Additionally, Sun Ray multimedia enhancements for Windows Media Player provide
increased performance of corporate communications and training videos by
leveraging client-side compute resources, conserving server network bandwidth.

Scalability

When multiple Sun Ray servers are configured as a failover group, Sun Ray thin
clients can connect to any Sun Ray server. Such a configuration provides high
availability as well as scalability for Sun Ray clients. In addition, the reference
implementation lets administrators store and manage thousands of virtual desktops
on hundreds of physical servers from a single management console.

Reliability

With less complex designs and no moving parts, Sun Ray devices contain fewer
components that are likely to fail. Sun Ray thin clients can be simply replaced if
needed, without the need to reload software, recover files, and configure network
settings and user preferences.
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Chapter 3
Software Installation and Configuration

This chapter describes the overall process for installing and configuring the VMware
View Manager to provide Windows desktops to Sun Ray clients.

Software Installation

Several software packages must be installed and running prior to connecting the Sun
Ray Software and VMware View Manager. If the software is to be deployed in front of a
working View Manager environment, some of the installations steps below may not be
required.

1. Install the VMware ESX Server software. Detailed instructions can be found at
http://www.vmware.com/support/pubs/vi_pages/vi_pubs_35.html

2. Install the VMware vCenter software. Detailed instructions can be found at
http://www.vmware.com/support/pubs/vi_pages/vi_pubs_35.html

3. Install the VMware View Manager Connection Server. Detailed instructions can be
found at http:/7/www.vmware.com/pdf/viewmanager3_admin_guide.pdf

4. Install Windows XP with the VMware View Manager Agent. Detailed instructions
can be found at http:/7www.vmware.com/pdf/viewmanager3_admin_guide.pdf

5. Install the Solaris 10 Operating System on a separate system or on a virtual
machine. See http://blogs.sun.com/acworkma/entry/how_to_install_solaris_10
for instructions.

6. Install the Sun Ray Software. Instructions can be found at
http://blogs.sun.com/acworkma/entry/how_to_build_a_suni

Configure VMware View Manager

VMware View Manager settings need to be adjusted for the Sun environment. The
following steps configure the software not to use the Secure Sockets Layer (SSL). If the
environment requires the use of SSL, configure the system without SSL first, and then
use steps in subsequent sections to enable the use of SSL.

1. Configure View Manager to accept non-SSL connections. Log into your View
Manager administrative Web site.

2. Gotothe Configurationstab.
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3. Edit the global settings to turn Require SSL to Off. View Manager states the
software needs to be restarted. Do not restart the software at this time.

Product L Global Settings
Edit License... Edit...

License expiration: Mar 5, 2009 12:00:00 AM Session timeout: 600 minutes

MST Require SSL for client connections: No
View Composer license: Enabled Reauthenticate after network No
Offline Desktop license: Enabled interruption:

Message security mode: Disabled

/4,0ffline Desktop is an experimental feature. Any virtual Direct connection for Offline Desktop No
machines used with this feature are considered experimental operations:
and will not be supported. Require SSL for Offline Desktop No

operations:

4. Deselect Require SSL on the pop-up screen.

Global Settings

Session timeout: | 600 minute(s) *
a Require S5L for client connections
This change will take effect after server restart.

8 Reauthenticate after network interruption
This change will take effect after server restart.

Message security mode:

I Direct connection for Offiine Deskiop operations

* Required

This change will take effect on next operation for each user.

B8 Require S5L for Offline Desktop operations

This change will take effect on next operation for each user.

I pisable SS0 for Ofine Desktop operations

This change will take effect on next operation for each user.

8 Display a pre-login message

This change will take effect on next login for each user.

4 Display warning before forced logoff:

After warning is shown, log off after: | 5 minute(s) *

and will be restarted in 5 minutes.
any unsaved work now.

Your desktop is scheduled for an important update
Please save
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Change View Manager to use a direct connection rather than the default mode of
tunneling the connection. On the Configuration tab in the View Manager
Administrator, select the server and click Edit.

vmware: dministrator

Product Licensing Global Settings
Edit License... Edit...
License expiration: Mar 5, 2009 12:00:00 AM Session timeout: 600 minutes
MsT Require SSL for client connections:  Yes
View Composer license: Enabled Reauthenticate after network No
Offline Desktop license: Enabled interuption:
Message security mode: Disabled
/4,0ffline Desktop is an experimental feature. Any virtual Direct connection for Offline Desktop No
machines used with this feature are considered experimental operations:
and will not be supported. Require SSL for Offline Desktop No
nperatmnsz
Usage Disable 550 for Offline Desktop No
operations:
Refresh Reset highest P
Pre-login message: No
Session Type Current Highest Display warning before forced logoff: Yes
il 4 I Administrators
Active - Non linked clona 0 1
Add... Remove
Active - linked clone 0 a
| Name
Offline 0 ] l
& BUILTIN\Administrators
i VirtualCenter Servers | Security Servers
\ Add... Edit... Remove Add... Edit... Remove Create Configuration File
H Name | Name
}@ meridian{administrator)
‘ Registered Desktop Sources
f
Terminal services sources: 1] Details...
Other sources: 0 Details...

View Servers

Enable Disable Edit...

Name Activation Enabled Settings
+' DONAU | Enabled ‘Smart card authentication: Optional

Click on Direct connection to desktop on the pop-up screen.

View Server Settings

External URL: |r | E.q., hitps:/imyServer:myPort

g Direct connection to desktop
’ This change will take effect on next login for each user.

Smart card authentication! Not allowed |4

RSA SecurlD 2-Factor Authenticati

1 Enable
" Enforce SecurlD and Windows user name matching

" Clear node secret
Upload RSA authentication agent configuration file (sdconf.rec):

| Browse... |

Restart the View Manager service. The service can be found in the Windows
Service Manager under the name VMWare View Connection Server.
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Install and Configure Sun Ray Connector for VMware View
Manager

Once the View Manager and Sun Ray Software environments are running and
configured, the two can be tied together.

1. Download Sun Ray Connector for VMware View Manager software to the Sun Ray
server. The software can be found at sun.com/software/sunray/get_addons.jsp

2. Install the Sun Ray Connector for VMware View Manager software using the
commands below. Be sure to accept the defaults. A message displays when the
install process completes without error.

# unzip srvdm_1.0.zip
# cd srvdm_1.0

/* On x64 systems */
# pkgadd -d Packages/Solaris_10+/i386/

/* On SPARC systems */
# pkgadd -d Packages/Solaris_10+/sparc/

3. Configure the kiosk. The following steps use the Sun Ray Software Web interface to
configure the Sun Ray Software to present Windows desktops.

4. Login to the Web administration port at http://sun-ray-server:1660 using the
username admin and the password assigned during software setup.

5. Click on the Advanced tab.
6. Click on the Kiosk Mode sub-tab. If Kiosk mode is being set up for the first time, a

message displays about missing Kiosk Mode settings. Click the Edit button on the
right. If Kiosk mode is configured already, skip to the next step.

VERSION LOG OUT

User: admin Server: loghost

Sun Ray Administration

Sun™ Microsystems, Inc.

| Servers  Sessions  DesktopUnits | Tokens  Advanced  LogFlles

| Security | System Policy | Kiosk Mode | Card Probe Order | Data Store Password |

6 No Kiosk Mode Settings Exist in Sun Ray Data Store
Click the Edit button to specify Kiosk Mode settings.
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Modify the session parameters. In the Sessions pull down, select VMWare Virtual
Desktop Manager Session. Because we are going to start the configuration without
SSL enabled, add -http -s servername in the arguments field and click OK.

VERSION

User: admin Server: stonestreet

Sun Ray Administration

Security System Palicy Kiosk Mode Card Probe Order Data Store Password

Edit Kiosk Mode
Specify the session type and general properties for Kiosk Mode. Click OK to store the changes.

Session: |VMWareV|r1ueI Desktop Manager Session |

Timeout: |1200[I—
Maximum CPU Time: l— saconds
Maximum VM Size: I— KB
Maximum number of Files: Ii
Maximum File Size: Ii 512B blocks
Locale: I—

Arguments: | http -s donau
Defauit: -s localhost -https — -m

Instruct the server when to use Kiosk Mode for card and non-card users. Click on
the System Policy sub-tab on the Advanced menu. In the dialog box, check the

Enabled box for Kiosk Mode for both card and non-card users.
| veRsion |

User: admin Server: stonestreet

Sun Ray Administration

Security System Policy Kiosk Mode Card Probe Order Data Store Password

System Policy

This page allows you to configure group-wide pelicies. Some palicy settings combinations are not allowed, and the settings are disabled
accordingly to enforce these rules. For example, it is not possible to completely disable access for smart card and non-smart card users at the
same time. » More on System Policy

Card Users
Access: () None
@ Al Users
() Users with Registered Tokens
| Self-Registration Allowed

| User Account Authentication Required

Kiosk Mode: @ Enabled

Non-Card Users

Access: O None

® Al Users

() Users with Registered Tokens
Seli-Registration Allowed

User Account Authentication Required
Kiosk Mode: g Enabled

Mobile Sessions: [ Enabled

For convenience, enabling mobile sessions automatically activates the exit option for mobile sessions.

Exit from Mobile Sessions Allowed
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9. Click Save when done. A message displays indicating the changes are stored.

10. Restart the server. Click on the link in the message dialog to switch to the Servers

tab.

joghost

histration

ices to be restarted.

Sun™ Microsystems, Inc.

Security System Policy | Kiosk Mode Card Probe Order Data Store Password

& All changes have been stored.
\ Changes on this page require Sun Ray services to be restarted.
» Switch to the Servers tab to perform the restart.

11. Select the server and click Cold Restart.
LOG OUT

User: admin

es to be restarted.

& Sun Ray Services Restart Pending
Select servers from the table below and click Warm Restart or Cold Restart.

Servers

This page lists all Sun Ray servers with the same group signature. Click on the server names to display additional
details. » More on Servers.

| [ WarmRestart || ColdRestart |
1| Name | IPAddress | Mode LAN Connections | Start Time
[l | kingman | 127.0.0.1 | @ Online | Enabled | Sun Dec 02 11:18:32 MST 2007

12. Enter your credentials into the View Manager login screen displayed on the Sun
Ray device. Once logged in, the Windows desktop displays.

Enabling SSL

The default SSL certificate that results from the VMware View Manager installation
must be replaced in order to enable the Sun Ray Connector for VMware View Manager
to connect to the system. Either a valid certificate must be put in place, or a self-signed
certificate must be created. Failure to do so can result in hostname mismatch errors for
VMware clients or connection errors for Sun Ray clients.

Generate the Certificate

The following steps outline how to create a self-signed certificate. If a signed certificate

exists, this step can be eliminated.

1. Start a command prompt on the VMware View Manager server.
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2. Move to the C:\Program Files\VMware\VMware View\Server\jre\bin directory.
3. Execute the keytool command with the following options.
> keytool -genkey -keyalg “RSA” -keystore keys.pl2 -storetype pkcsl2
-validity 360
4. Answer the questions posed to create the certificate. Note that the first question
asks for your name. Be sure to enter the server name as the reply, and make note
of the password entered.
Enable the Certificate

The next step in the process is to enable the newly created certificate.

1.

6.

Move the keys.12 certificate just created from the C:\Program
Files\VMware\VMware View\Server\jre\bin directory to the C:\Program
Files\VMware\View Manager\Server\sslgateway\conf directory.

Create the C:\ProgramFiles\\VMware\View
Manager\Server\sslgateway\conf\locked.properties file.

Add the following two lines to the locked.properties file. Be sure to replace
password with the password created for the certificate.

keyfile=keys.pl2
keypass=password

Restart the VMware View Manager Connection Server.

Look in the event log in the View Manager administration site for a line regarding

the use of the keys.p12 file.

Evorits from servar: donau whmidwesco.com Mossages containe: + | (mwa) (Owe)
[ Type Time:

) Seting VG Pol Delary to 80000 s fmoee | it BT 10NEET PR
) Setteng Mtnirg VA San iy 83 400000 s fmers | @i | et 10307
@ Scanvver slarted (morw ) @ Ik VR08 12.39.28 P
) Finisnad vatdatng YMs fmam ..} @ine | UAD8 1dEN M
) Weuneng Vi rre | @i SR I0IRE Y
(9] iy 3 o LTS 1N 18 P
) AP sercicms wn now sy e | @i | veURiaINo e
a ' @ e 1502100908 PM
& Logging HTTP processer nwialed jmam .| @ ink | DS 153600 P
) AIP services e row sy fror ) e |1 iaanos iy
) The Securs Gaissmy Server in bmaning on Fitpa™443 fmom | o AT 10 XET P
) Smar Cant Aumamncanon made: OFTIGNAL (mem .| @ | AR IR ey
e g eharacteey (mors | / @ e | VS0 100505 PM
() Seting chunksASowedhlAcknawiedged 1 4 {mam .| @ ine | A 13004 PU
@ reon 1 @rints | wem 103004 P
) Crangng meusage securiy mods I OFF jmore ) ko 1S 10N P
@ L f | @i TOR IR0 P
0 The VDM Securty Server subwmiem is starting jmose .| @ik | VTR 1050 P
) The VOM Boskar sudtystem i starsing (moss .| i inds. V08 103502 P
) P w_rwaiew - VO Fs canal 27042 ) @i | weos 038 P

I

Go back to the VMware View Manager site and use the Web interface to connect.
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Install the Certificate on Sun Ray Servers

Before the certificate can be imported into the system, it must obtained and stored.
This process involves exporting the certificate using a Web browser, such as Firefox. The
export must be done while adding a security exemption in the View Manager
administration site for the self-signed certificate.

1. Goto Preferences in the Firefox Web browser.
2. Click on Advanced->Encryption->View Certificates.

o606 Advanced

e oy A G S |Gl |

Main Tabs Content Applications Privacy Security | Advanced

l General " Network l Update w
Protocols \ 2

™ Use s5L 3.0 ™ Use TLS 1.0

0

Certificates

When a server requests my personal certificate:

(O Select one automatically ) Ask me every time

[:View Certiﬁcates) (Revacation Lists) (Validation)

(Securiey eviees) ™™ 3

Notice that the Export button is grayed out.

06 Certificate Manager =]

[ Your Certificates U Peaple M Authorities ' Others I

You have certificates on file that identify these servers:

| Certificate Name | Server | Lifetime | Expires On ||
[Nut Sfored] regret: 1801 Permanent -~
(Not Stored) 192.168.163.232:... Permanent
(Mot Stored) stonestreet:1661 Permanent
{Not Stored) donau:443 Permanent
(Mot Storad) joecotton:1661 Permanant
(Not Stored) 192.168.164.9:443 Permanent
(Not Stored) 152.168.163.96:2... Permanent 34
(Mot Stored) 152.168.163.81:2... Permanent ;
View... ) Edit... ) C Import... ) ( Export... 3 C Delete... ) CAdd Exceptiun...)

_ —o—)

A
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Return to the View Manager administration site once the certificate is deleted. A

certificate error is displayed.
Click on Add Exception.
Click on Get Certificate.

Click the View button before confirming the exception.

You are about to override how Firefox identifies this site.

Legitimate banks, stores, and other public sites will not ask you to do th

Server

Location: | https://donau/admin/pages fusers/allUsers.jsf7p

Certificate Status

This site attempts to identify itself with invalid information.
Wrong Site

Certificate belongs to a different site, which could indicate an identity theft.
Unknown Identity

Certificate is not trusted, because it hasn't been verified by a recognized
authority.

View. ..

g Permanently store this exception

I e ]

(Conﬁrm Security Exception) [ Cancel

Click on the Details tab and then push the Export button.

’ General l@
Certificate Hierarchy \

MIS

Certificate Fields

v MIS
¥ Certificate
Version
Serial Number
Certificate Signature Algorithm
Issuer
¥ Validity
Not Before
Not After
Field Value

10. Name the certificate and save it.
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11. Close the windows and confirm the security exemption to get back into the View
Manager Web site.

Now that the certificate is obtained, it can be imported into Sun Ray servers.
1. Copy the saved certificate to the Sun Ray server using the scp command.

2. Runthe keytool command to change the certificate the software uses to the
saved certificate.

# keytool -import -file certificate -trustcacerts -v -keystore
/etc/opt/SUNWkio/sessions/vdm/keystore

3. Edit the /etc/opt/SUNWEkio/sessions/vdm/vdm file and insert the certificate
password. Line 17 includes the word javaKeyStorePass. Add the password for the
certificate into the file.

4. Execute the following commands.

# sed’s/trustStore=$javaKeyStorePass
/trustStorePassword=$javaKeyStorePass /'
/etc/optSUNWkio/sessions/vdm/vdm > /tmp/vdm

# cp /tmp/vdm /etc/opt/SUNWkio/sessions/vdm/vdm

5. Restart the kiosk sessions on the Sun Ray server. Once rebooted, the Sun Ray
Connector for VMware View login screen appears.

# /opt/SUNWut/sbin/utrestart -c

Troubleshooting

In the event the software does not work as expected, look at the log messages located
in the /var/opt/SUNWut/log/messages file. Error messages related to the software
begin with kiosk:vdm. Table 3-1 describes key error messages and solutions.
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Table 3-1. Key error messages and solution suggestions

Error Message

Description

Solution or Issue to Resolve

Error connecting to VDM server:
javax.net.ssl.SSLException:java.lang.RuntimeException:
Unexpected error:
java.security.InvalidAlgorithmParameterException: the
trustAnchors parameter must be non-empty

The SSL certificate is
not set up correctly on
the Sun Ray server.

* Follow the instructions at:
http://blogs.sun.com/sjf/entry/setting_up_ssl_and_sun

This desktop is currently not available. Please try connecting
to this desktop again later or contact your system
administrator.

The desktop sources for this desktop are not responding.
Please try connecting to the desktop again later, or contact
your system administrator.

The desktop is not set
up properly, or is
already in use

« Someone is logged in the machine (over remote desktop or via the
console in VMware vCenter).

The machine is powering on/off or suspending.

« No free desktops exist for that user.

* The VDM tools are not installed on the desktop, or are not working
correctly. Check that the desktop status is available in the VDM
Web administration.

* Active Directory and/or DNS is not setup properly on the desktop.

e There is a network communication problem between the VDM
server and the desktop.

* A Windows firewall is blocking connections to the desktop.

Connection tunneling is required to connect to the desktop
but it is not supported by this client.

Connection tunneling
provides security across
a WAN. It allows an
encrypted connection
from the client to the
desktop, by tunneling it
through the VDM
server.

Disable connection tunneling.

e For VDM 2/2.1, open the VDM Web administration, go to
Configuration, and enable Direct Connect to virtual desktop.

e For View Manager 3, open the VDM Web administration, go to
Configuration->VDM Servers->Edit, and enable Direct connection to
desktop.

Exception in thread "main" java.lang.NoClassDefFoundError

An incorrect version of
Java software is in use.

e Install Java version 1.5.

Desktop tries to open but immediately disconnects.

Desktop fails to open.

« Diagnose the problem further. Try to connect to the desktop
manually from the Sun Ray Server using the
/opt/SUNWauttsc/bin/uttsc desktop-IP command. A remote desktop
connection to the virtual machine should open. If it fails, it can
provide an error message with further information.
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Chapter 4
Best Practices for Deployment

Taking into account user and system requirements and following best practices can

help ease deployment and foster consistent solution performance characteristics.

Gather user, application, and operating system statistics to determine CPU,
memory, disk, and network usage patterns and size systems appropriately. Decide
whether to size systems for average or peak utilization rates.

Consider the resources needed by different types of users and operating systems
when determining how many concurrent users can be handled by a single server.

Factor in capacity, |/0 operations, and data throughput when estimating needed
storage capacity and evaluating storage systems for use. Be sure to include the
base size of the virtual machine (operating system, applications, and local data)
and add capacity for page and log files and additional headroom.

Plan the order in which desktops are virtualized based on performance metrics,
hardware refresh rates, operating system upgrade plans for applications needs,
and maintenance schedules.

Optimize the image size of desktop golden images by adjusting operating system
settings and application sets. Operating systems can be streamlined by removing
unnecessary features. Application set sizes can be reduced by storing only a single
copy that can be used by multiple users.

Place user data on network-based file systems on centralized storage to simplify
virtual desktop golden image update processes.

Keep roaming profiles as small as possible by using folder redirection.

Conserve computing resources by turning off graphical screensavers and GUI
enhancements, and disabling COM ports and offline files and folders.

Locate virtual machine swap files separately from snapshot files to mitigate
performance degradation due to intensive disk activity and memory page
swapping.

Run virtualized environments on multicore servers to increase the number of
virtual machines per host to support more users.

Load balance session management layer and virtualization layer servers to further
increase performance and scalability and provide additional fault tolerance.
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Chapter 5
For More Information

Rapidly increasing performance, sophisticated applications, and the growth and
exploitation of networks are changing the way people work. Hardware, software, and
networking advancements are enabling geographically dispersed users to collaborate
in real time, and mobile computing and communications technologies are enabling
workers to take their virtual offices on the road. With the convergence of compact
computing devices, ubiquitous communications, and changes to the IT infrastructure,
remote computing is becoming mainstream.

The Sun Ray technology and VMware View Manager solution makes the concept of
secure access to applications at any time, in any location, a practical reality. It
brings together Sun and VMware technologies to deliver enterprise computing
services to local and remote, desktop clients. It grants access to applications and
services to qualified users, and gives organizations the ability to select the
hardware, software, and services that best suit business needs. By centralizing
administration, support, service provisioning and network management activities
are significantly reduced, thereby lowering the cost of IT service delivery while
creating a more agile and secure IT infrastructure.
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