
1 /  347  

[MS -RDPBCGR] ï v20080207  

Remote Desktop Protocol: Basic Connectivity and Graphics Remoting Specification  

Copyright © 2008 Microsoft Corporation.  

Release: Thursday, February 7, 2008  

[MS - RDPBCGR]:  

Remote Desktop Protocol:  

Basic Connectivity and Graphics Remoting Specification  

 

Intellectual Property Rights Notice for Protocol Documentation  

Á This protocol documentation is covered by Microsoft copyrights. Regardless of any other terms 

that are contained in the terms of use for the Microsoft website that hosts this documentation, 
you may make copies of it in order to develop implementations of t he protocols, and may 
distribute portions of it in your implementations of the protocols or your documentation as 

necessary to properly document the implementation. This permission also applies to any 
documents that are referenced in the protocol documenta tion.  

Á Microsoft does not claim any trade secret rights in this documentation.  

Á Microsoft has patents that may cover your implementations of the protocols. Neither this notice 

nor Microsoft's delivery of the documentation grants any licenses under those or a ny other 
Microsoft patents. If you are interested in obtaining a patent license, please contact 
protocol@microsoft.com.  

Á The names of companies and products contained in this documentation may be covered by 
trademarks or similar intellectual property rights . This notice does not grant any licenses under 
those rights.  

Á All other rights are reserved, and this notice does not grant any rights other than specifically 
described above, whether by implication, estoppel, or otherwise.  

This protocol documentation is i ntended for use in conjunction with publicly available standard 
specifications, network programming art, and Microsoft Windows distributed systems concepts, and 

assumes that the reader either is familiar with the aforementioned material or has immediate ac cess 
to it.  

A protocol specification does not require the use of Microsoft programming tools or programming 

environments in order for you to develop an implementation. If you have access to Microsoft 
programming tools and environments you are free to take advantage of them.  

Revision Summary  

Date  

Revision 

History  

Revision 

Class  Comments  

02/22/2007  0.01    MCPP Milestone 3 Initial Availability  

06/01/2007  1.0  Major  Updated and revised the technical content.  

07/03/2007  1.1  Minor  Minor technical content changes.  

07/20/2007  1.2  Minor  Made technical and editorial changes based on 



2 /  347  

[MS -RDPBCGR] ï v20080207  

Remote Desktop Protocol: Basic Connectivity and Graphics Remoting Specification  

Copyright © 2008 Microsoft Corporation.  

Release: Thursday, February 7, 2008  

Date  

Revision 

History  

Revision 

Class  Comments  

feedback.  

08/10/2007  1.3  Minor  Updated content based on feedback.  

09/28/2007  1.4  Minor  Made technical and editorial changes based on 

feedback.  

10/23/2007  1.4.1  Editorial  Revised and edited the technical content.  

11/30/2007  1.5  Minor  Made technical and editorial changes based on 

feedback.  

01/25/2008  2.0  Major  Updated and revised the technical content.  



3 /  347  

[MS -RDPBCGR] ï v20080207  

Remote Desktop Protocol: Basic Connectivity and Graphics Remoting Specification  

Copyright © 2008 Microsoft Corporation.  

Release: Thursday, February 7, 2008  

Table of Contents  

1  Introduction  ................................ ................................ ................................ ..............  13  

1.1  Glossary  ................................ ................................ ................................ ..............  13  
1.2  References  ................................ ................................ ................................ ...........  13  

1.2.1  Normative References  ................................ ................................ ......................  13  

1.2.2  Informative Re ferences  ................................ ................................ .....................  14  
1.3  Protocol Overview (Synopsis)  ................................ ................................ ..................  14  

1.3.1  Message Flows  ................................ ................................ ................................  15  
1.3.1.1  Standard Connection Sequence  ................................ ................................ ....  15  

1.3.1.2  Security -Enhanced Connection Sequence  ................................ .......................  19  
1.3.1.3  Deactivation -Reactivation Sequence  ................................ ..............................  20  
1.3.1.4  Disconnection Sequences  ................................ ................................ ............  20  

1.3.1.4.1  User - Initiated on Client  ................................ ................................ ..........  20  
1.3.1.4.2  User - Initiated on Server  ................................ ................................ ........  20  
1.3.1.4.3  Administrator - Initiated on Server  ................................ ............................  20  

1.3.1.5  Automatic Reconnection  ................................ ................................ ..............  20  
1.3.2  Server Error Reporting  ................................ ................................ .....................  21  
1.3.3  Static Virtual Channels  ................................ ................................ .....................  21  
1.3.4  Data Compression  ................................ ................................ ............................  21  

1.3.5  Keyboard and Mouse Input  ................................ ................................ ................  21  
1.3.6  Basic Server Output  ................................ ................................ .........................  22  
1.3. 7  Controlling Server Graphics Output  ................................ ................................ ....  22  

1.4  Relationship to Other Protocols  ................................ ................................ ................  22  
1.5  Prerequisites/Precon ditions  ................................ ................................ .....................  22  
1.6  Applicability Statement  ................................ ................................ ..........................  23  

1.7  Versioning and Capability Negotiation  ................................ ................................ .......  23  
1.8  Vendor -Extensible Fields  ................................ ................................ ........................  24  
1.9  Standards Assignments  ................................ ................................ ..........................  24  

2  Messages  ................................ ................................ ................................ ...................  25  

2.1  Transport  ................................ ................................ ................................ .............  25  

2.2  Message Syntax  ................................ ................................ ................................ ....  25  
2.2.1  Normal Connection Sequence  ................................ ................................ ............  25  

2.2.1.1  Client X.224 Connection Request PDU  ................................ ...........................  25  
2.2.1.1.1  RDP Negotiation Request (RDP_NEG_REQ)  ................................ ...............  26  

2.2.1.2  Server X.224 Connection Confirm PDU  ................................ ..........................  26  

2.2.1.2.1  RDP Negotiation Response (RDP_NEG_RSP)  ................................ ..............  27  
2.2.1.2.2  RDP Negotiation Failure (RDP_NEG_FAILURE)  ................................ ...........  28  

2.2.1.3  Client MCS Connect Initial PDU with GCC Conference Create Request  .................  29  
2.2.1.3.1  User Data Header (TS_UD_HEADER)  ................................ .......................  30  

2.2.1.3.2  Client Core Data (TS_UD_CS_CORE)  ................................ .......................  31  
2.2.1.3.3  Client Security Data (TS_UD_CS_SEC)  ................................ .....................  36  
2.2.1.3.4  Client Network Data (TS_UD_CS_NET)  ................................ .....................  37  

2.2.1.3.4.1  Channel Definition Structure (CHANNEL_DEF)  ................................ ......  38  
2.2.1.3.5  Client Cluster Data (TS_UD_CS_CLUSTER)  ................................ ...............  39  

2.2.1.4  Server MCS Connect Response PDU with GCC Conference Create Response  ........  40  

2.2.1.4.1  User Data Header (TS_UD_HEADER)  ................................ .......................  42  
2.2.1.4.2  Server Core Data (TS_UD_SC_CORE)  ................................ ......................  42  
2.2.1.4.3  Server Security Data (TS_UD_SC_SEC1)  ................................ ..................  42  

2.2.1.4.3.1  Server  Certificate (SERVER_CERTIFICATE)  ................................ ..........  44  

2.2.1.4.3.1.1  Server Proprietary Certificate (PROPRIETARYSERVERCERTIFICATE)  ...  45  
2.2.1.4.3.1.1.1  RSA Public Key (RSA_PUBLIC_KEY)  ................................ .........  46  

2.2.1.4.4  Server Network Data (TS_UD_SC_NET)  ................................ ...................  46  



4 /  347  

[MS -RDPBCGR] ï v20080207  

Remote Desktop Protocol: Basic Connectivity and Graphics Remoting Specification  

Copyright © 2008 Microsoft Corporation.  

Release: Thursday, February 7, 2008  

2.2.1.5  Client MCS Erect Domain Request PDU  ................................ ..........................  47  
2.2.1.6  Client MCS Attach User Request PDU  ................................ .............................  48  

2.2.1.7  Server MCS Attach User Confirm PDU  ................................ ............................  48  
2.2.1.8  Client MCS Channel Join Request PDU  ................................ ...........................  49  
2.2.1.9  Client MCS Channel Join Confirm PDU  ................................ ...........................  49  
2.2.1.10  Client Security Exchange PDU  ................................ ................................ ......  50  

2.2.1.10.1  Security Exchan ge PDU Data (TS_SECURITY_PACKET)  ...............................  51  

2.2.1.11  Client Info PDU  ................................ ................................ ..........................  51  
2.2.1.11.1  Client Info PDU Data (CLIENT_ INFO_PDU)  ................................ ................  52  

2.2.1.11.1.1  Info Packet (TS_INFO_PACKET)  ................................ .........................  52  
2.2.1.11.1.1.1  Extended Info Packet (TS_EXTEND ED_INFO_PACKET)  .....................  56  

2.2.1.11.1.1.1.1  Time Zone Information (TS_TIME_ZONE_INFORMATION)  ...........  59  

2.2.1.11.1.1.1.1. 1  System Time (TS_SYSTEMTIME)  ................................ .......  61  
2.2.1.12  Server License Error PDU -  Valid Client  ................................ ..........................  63  

2.2.1.12.1  Licensi ng Preamble (LICENSE_PREAMBLE)  ................................ ................  64  
2.2.1.12.2  Licensing Binary Blob (LICENSE_BINARY_BLOB)  ................................ ........  65  

2.2.1.12.3  Licensing Error Message (LICENSE_ERROR_MESSAGE)  ...............................  66  
2.2.1.13  Mandatory Capability Negotiation  ................................ ................................ ..  67  

2.2.1.13. 1  Server Demand Active PDU  ................................ ................................ ....  67  

2.2.1.13.1.1  Demand Active PDU Data (TS_DEMAND_ACTIVE_PDU)  .........................  69  
2.2.1.13.1.1 .1  Capability Set (TS_CAPS_SET)  ................................ .....................  70  

2.2.1.13.2  Client Confirm Active PDU  ................................ ................................ ......  72  

2.2.1.13.2.1  Confirm Active PDU Data (TS_CONFIRM_ACTIVE_PDU)  .........................  73  
2.2.1.14  Client Synchronize PDU  ................................ ................................ ...............  74  

2.2.1.14.1  Synchro nize PDU Data (TS_SYNCHRONIZE_PDU)  ................................ ......  75  
2.2.1.15  Client Control PDU -  Cooperate  ................................ ................................ .....  76  

2.2.1.15.1  Control PDU Data (TS_CONTROL_PDU)  ................................ ....................  77  
2.2.1.16  Client Control PDU -  Request Control  ................................ .............................  78  
2.2.1.17  Client Persistent Key  List PDU  ................................ ................................ ......  80  

2.2.1.17.1  Persistent Key List PDU Data (TS_BITMAPCACHE_PERSISTENT_LIST_PDU)  ...  81  
2.2.1.17.1.1  Persistent List Entry (TS_BITMAPCACHE_PERSISTENT_LIST_ENTRY)  ......  83  

2.2.1.18  Client Font List PDU  ................................ ................................ ....................  84  

2.2.1.18.1  Font List PDU Data (TS_FONT_LIST_PDU)  ................................ ................  86  

2.2.1.19  Server Synchronize PDU  ................................ ................................ ..............  87  
2.2.1.20  Server Control PDU -  Cooperate  ................................ ................................ ...  88  
2.2.1.21  Server Control PDU -  Granted Control  ................................ ...........................  90  

2.2.1.22  Server Font M ap PDU  ................................ ................................ ..................  91  
2.2.1.22.1  Font Map PDU Data (TS_FONT_MAP_PDU)  ................................ ................  93  

2.2.2  Disconnection Sequences  ................................ ................................ ..................  94  

2.2.2.1  MCS Disconnect Provider Ultimatum PDU  ................................ .......................  94  
2.2.2.2  Client Shutdown Request PDU  ................................ ................................ ......  94  

2.2.2.2.1  Shutdown Request PDU Data (TS_SHUTDOWN_REQ_PDU)  ..........................  96  

2.2.2.3  Server Shutdown Request Denied PDU  ................................ ..........................  96  
2.2.2.3.1  Shutdown Request Denied PDU Data (TS_SHUTDOWN_DENIED_PDU)  ..........  98  

2.2.3  Deactivation -Reactivation Sequence  ................................ ................................ ...  98  
2.2.3.1  Server Deactivate All PDU  ................................ ................................ ............  98  

2.2.3.1.1  Deactivate All PDU Data (TS_DEACTIVATE_ALL_PD U)  ................................  100  
2.2.4  Auto -Reconnect Sequence  ................................ ................................ .................  100  

2.2.4.1  Server Auto -Reconnect Status PDU  ................................ ...............................  100  

2.2.4.1.1  Auto -Reconnect Status PDU Data (TS_AUTORECONNECT_STATUS_PDU)  ......  102  
2.2.4.2  Server Auto -Reconnect Packet (ARC_SC_PRIVATE_PACKET)  .............................  102  
2.2.4.3  Client Auto -Reconnect Packet (ARC_CS_PRIVATE_PACKET)  ..............................  103  

2.2.5  Server Error Reporting  ................................ ................................ .....................  104  
2.2.5.1  Server Set Error Info PDU  ................................ ................................ ............  104  

2.2.5.1.1  Set Error  Info PDU Data (TS_SET_ERROR_INFO_PDU)  ...............................  106  



5 /  347  

[MS -RDPBCGR] ï v20080207  

Remote Desktop Protocol: Basic Connectivity and Graphics Remoting Specification  

Copyright © 2008 Microsoft Corporation.  

Release: Thursday, February 7, 2008  

2.2.6  Static Virtual Channels  ................................ ................................ .....................  110  
2.2.6.1  Virtual Channel PDU  ................................ ................................ ...................  110  

2.2.6.1.1  Channel PDU Header (CHANNEL_PDU_HEADER)  ................................ ........  112  
2.2.7  Capability Sets  ................................ ................................ ................................  113  

2.2.7.1  Mandatory Capability Sets  ................................ ................................ ...........  113  
2.2.7.1.1  General Capability Set (TS_GENERAL_CAPABILITYSET)  ..............................  113  

2.2.7.1.2  Bitmap Capability Set (TS_BITMAP_CAPABILITYSET)  ................................ .  116  

2.2.7.1.3  Order Capability Set (TS_ORDER_CAPABILITYSET)  ................................ ....  118  
2.2.7.1.4  Bitmap Cache Host Support Capability Set 

(TS_BITMAPCACHE_HOSTSUPPORT_CAPABILITYSET)  ................................  123  
2.2.7.1.5  Bitmap Ca che Capability Set  ................................ ................................ ...  124  

2.2.7.1.5.1  Revision 1 (TS_BITMAPCACHE_CAPABILITYSET)  ................................ ..  124  

2.2.7.1.5.2  Revision 2 (T S_BITMAPCACHE_CAPABILITYSET_REV2)  .........................  125  
2.2.7.1.5.2.1  Bitmap Cache Cell Info (TS_BITMAPCACHE_CELL_CACHE_INFO)  .......  127  

2.2.7.1.6  Pointer Capability Set (TS_POINTER_CAPABILITY_SET)  ..............................  127  
2.2.7.1.7  Input Capability Set (TS_INPUT_CAPABILITY_SET)  ................................ ....  128  

2.2.7.1.8  Brush Capability Set (TS_BRUSH_CAPABILITYSET)  ................................ ....  131  
2.2.7.1.9  Glyph Cache Capability Set (TS_GLYPHCACHE_CAPABILITYSET)  ..................  131  

2.2.7.1.9.1  Cache Definition (TS_CACHE_DEFINITION)  ................................ .........  133  

2.2.7.1.10  Offscreen Bitmap Cache Capability Set (TS_OFFSCREEN_ CAPABILITYSET)  ....  133  
2.2.7.1.11  Virtual Channel Capability Set (TS_VIRTUALCHANNEL_CAPABILITYSET)  ........  134  
2.2.7.1. 12  Sound Capability Set (TS_SOUND_CAPABILITYSET)  ................................ ...  135  

2.2.7.2  Optional Capability Sets  ................................ ................................ ..............  135  
2.2.7.2.1  Control Capability Set (TS_CONTROL_CAPABILITYSET)  ..............................  135  
2.2.7.2.2  Window Activation Capability Set 

(TS_WINDOWACTIVATION_CAPABILITYSET)  ................................ ............  136  

2.2.7.2.3  Share Capability Set (TS_SHARE_CAPABILITYSET)  ................................ ....  137  
2.2.7.2.4  Font Capability Set (TS_FONT_CAPABILITYSET)  ................................ ........  137  
2.2.7.2.5  Multifragment Update Capability Set 

(TS_MULTIFRAGMENTUPDATE_CAPABILITYSET)  ................................ ........  138  
2.2.7.2.6  Large Pointer Capability Set (TS_LARGE_ POINTER_CAPABILITYSET)  ............  138  
2.2.7.2.7  Desktop Composition Capability Set (TS_COMPDESK_CAPABILITYSET)  .........  139  

2.2.8  Keyboard and Mouse Input  ................................ ................................ ................  140  

2.2.8.1  Input PDU Packaging  ................................ ................................ ..................  140  
2.2.8.1.1  Slow -Path (T.128) Formats  ................................ ................................ ....  140  

2.2.8.1.1.1  Share Headers  ................................ ................................ ................  140  

2.2.8.1.1.1.1  Share Control Header (TS_SHARECONTROLHEADER)  ......................  140  
2.2.8.1.1.1.2  Share Data Header (TS_SHAREDATAHEADER)  ................................  141  

2.2.8.1.1.2  Security Headers  ................................ ................................ .............  143  

2.2.8.1.1.2.1  Basic (TS_SECURITY_HEADER)  ................................ ....................  143  
2.2.8.1.1.2.2  Non -FIPS (TS_SECURITY_HEADER1)  ................................ ............  145  
2.2.8.1.1.2.3  FIPS (TS_SECURITY_HEADER2)  ................................ ...................  145  

2.2.8.1.1.3  Client Input Event PDU (TS_INPUT_PDU)  ................................ ............  146  
2.2.8.1.1.3.1  Slow -Path Input Event (TS_INPUT_EVENT)  ................................ ....  147  

2.2.8.1.1.3.1.1  Keyboard Event (TS_KEYBOARD_EVENT)  ................................ .  148  
2.2.8.1.1.3.1.2  Unicode Keyboard Event (TS_UNICODE_KEYBOARD_EVENT)  ......  149  

2.2.8.1.1.3.1.3  Mouse Event (TS_POINTER_EVENT)  ................................ ........  149  
2.2.8.1.1.3.1.4  Extended Mouse Event (TS_POINTERX_EVENT)  .........................  150  
2.2.8.1.1.3.1.5  Synchronize Event (TS_SYNC_EVENT)  ................................ .....  151  

2.2.8.1.2  Client Fast -Path Input Event PDU (TS_FP_INPUT_PDU)  ..............................  152  
2.2.8.1.2.1  Fast -Path FIPS Information (TS_FP_FIPS_IN FO) ................................ ..  154  
2.2.8.1.2.2  Fast -Path Input Event (TS_FP_INPUT_EVENT)  ................................ .....  154  

2.2.8.1.2.2.1  Fast -Path Keyboard Event ( TS_FP_KEYBOARD_EVENT)  ...................  155  
2.2.8.1.2.2.2  Fast -Path Unicode Keyboard Event 

(TS_FP_UNICODE_KEYBOARD_EVENT)  ................................ .........  155  



6 /  347  

[MS -RDPBCGR] ï v20080207  

Remote Desktop Protocol: Basic Connectivity and Graphics Remoting Specification  

Copyright © 2008 Microsoft Corporation.  

Release: Thursday, February 7, 2008  

2.2.8.1.2.2.3  Fast -Path Mouse Event (TS_FP_POINTER_EVENT)  ...........................  156  
2.2.8.1.2.2.4  Fast -Path Extended Mouse Event (TS_FP_POINTERX_EVENT)  ...........  156  

2.2.8.1.2.2.5  Fast -Path Synchronize Event (TS_FP_SYNC_EVENT)  .......................  157  
2.2.8.2  Keyboard Status PDUs  ................................ ................................ ................  157  

2.2.8.2.1  Server Set Keyboard Indicators PDU  ................................ ........................  157  
2.2.8.2.1.1  Set Keyboard Indicators PDU Data 

(TS_SET_KEYBOARD_INDICATORS_PDU)  ................................ ...........  159  

2.2.8.2.2  Server Set Keyboard IME Status PDU  ................................ .......................  160  
2.2.8.2.2.1  Set Keyboard IME Status PDU Data 

(TS_SET_KE YBOARD_IME_STATUS_PDU)  ................................ ...........  161  
2.2.9  Basic Output  ................................ ................................ ................................ ...  162  

2.2.9.1  Output PDU Packaging  ................................ ................................ ................  162  

2.2.9.1.1  Slow -Path (T.128) Format  ................................ ................................ ......  162  
2.2.9.1.1.1  Share Headers  ................................ ................................ ................  162  
2.2.9.1.1.2  Security Headers  ................................ ................................ .............  162  
2.2.9.1.1.3  Server Graphics Update PDU (TS_GRAPHICS_PDU)  ..............................  162  

2.2.9.1.1.3.1  Slow Path Graphics Update (TS_GRAPHICS_UPDATE)  ......................  164  
2.2.9.1.1.3.1.1  Palette Update (TS_UPDATE_PALETTE_PDU_DATA)  ...................  164  

2.2.9.1.1.3.1.1.1  RGB Palette Entry (TS_PALETTE_ENTRY)  ............................  165  

2.2.9.1.1.3.1.2  Bitmap Update (TS_UPDATE_BITMAP_PDU_DATA)  ....................  165  
2.2.9.1.1.3.1.2.1  RLE Compressed Bitmap Stream (RLE_BITMAP_STREAM)  .....  166  
2.2.9.1.1.3.1.2.2  Compressed Data Header (TS_CD_HEADER)  .......................  169  

2.2.9.1.1.3.1.2.3  Bitmap Data (TS_BITMAP_DATA)  ................................ ......  170  
2.2.9.1.1.3.1.3  Synchronize Update (TS_UPDATE_SYNC_PD U_DATA)  ................  171  

2.2.9.1.1.4  Server Pointer Update PDU (TS_POINTER_PDU)  ................................ ...  172  
2.2.9.1.1.4.1  Point (TS_POINT16)  ................................ ................................ ...  174  

2.2.9.1.1.4.2  Pointer Position Update (TS_POINTERPOSATTRIBUTE)  .....................  174  
2.2.9.1.1.4.3  System Pointer Update ( TS_SYSTEMPOINTERATTRIBUTE)  ................  174  
2.2.9.1.1.4.4  Color Pointer Update (TS_COLORPOINTERATTRIBUTE)  ....................  175  

2.2.9.1.1.4.5  New Pointer Update (TS_POINTERATTRIBUTE)  ...............................  176  
2.2.9.1.1.4.6  Cached Pointer Update (TS_CACHEDPOINTERATTRIBUTE)  ...............  176  

2.2.9.1.1.5  Server Play Sound PDU  ................................ ................................ ....  176  

2.2.9.1.1.5.1  Play Sound PDU Data (TS_PLAY_SOUND_PDU_DATA)  .....................  178  

2.2.9.1.2  Server Fast -Path Update PDU (TS_FP_UPDATE_PDU)  ................................ .  178  
2.2.9.1.2.1  Fast -Path Update (TS_FP_UPDATE)  ................................ ....................  180  

2.2.9.1.2.1.1  Fast -Path Palette Update (TS_FP_UPDATE_PALETTE)  ......................  182  

2.2.9.1.2.1.2  Fast -Path Bitmap Update (TS_FP_UPDATE_BITMAP)  ........................  183  
2.2.9.1.2.1.3  Fast -Path Synchronize Update (TS_FP_UPDATE_SYNCHRONIZE)  .......  183  
2.2.9.1.2.1.4  Fast -Path Pointer Position Upda te (TS_FP_POINTERPOSATTRIBUTE)  ..  184  

2.2.9.1.2.1.5  Fast -Path System Pointer Hidden Update 
(TS_FP_SYSTEMPOINTERHIDDENATTRIBUTE)  ................................  184  

2.2.9.1.2.1.6  Fast -Path System Pointer Default Update 

(TS_FP_SYSTEMPOINTERDEFAULTATTRIBUTE)  ...............................  185  
2.2.9.1.2.1.7  Fast -Path Color Pointer Update (TS_FP_COLORPOINT ERATTRIBUTE)  . 185  
2.2.9.1.2.1.8  Fast -Path New Pointer Update (TS_FP_POINTERATTRIBUTE)  ............  186  
2.2.9.1.2.1.9  Fast -Path Cached Pointer Update 

(TS_FP_CACHEDPOINTERATTRIBUTE)  ................................ ...........  186  
2.2.10  Logon Notifications  ................................ ................................ ..........................  187  

2.2.10.1  Server Save Session Info PDU  ................................ ................................ ......  187  

2.2.10.1.1  Save Session Info PDU Data (TS_SAVE_SESSION_INFO_PDU_DATA)  ...........  188  
2. 2.10.1.1.1  Logon Info Version 1 (TS_LOGON_INFO)  ................................ ............  189  
2.2.10.1.1.2  Logon Info Version 2 (TS_LOGON_INFO_VERSION_2)  ..........................  190  

2.2.10.1.1.3  Plain Notify (TS_PLAIN_NOTIFY)  ................................ ........................  192  
2.2.10.1.1.4  Logon Info Extended (TS_LOGON_INFO_EXTENDED)  ............................  193  

2.2.10.1.1.4.1  Logon Info Field (TS_LOGON_INFO_FIELD)  ................................ ....  194  



7 /  347  

[MS -RDPBCGR] ï v20080207  

Remote Desktop Protocol: Basic Connectivity and Graphics Remoting Specification  

Copyright © 2008 Microsoft Corporation.  

Release: Thursday, February 7, 2008  

2.2.10.1.1.4.1.1  Logon Errors Info (TS_LOGON_ERRORS_INFO)  .........................  194  
2.2.11  Controlling Server Graphics Output  ................................ ................................ ....  195  

2.2.11.1  Inclusive Rectangle (TS_RECTANGLE16)  ................................ ........................  195  
2.2.11.2  Client Refresh Rect PDU  ................................ ................................ ..............  196  

2.2.11.2.1  Refresh Rect PDU Data (TS_REFRESH_RECT_PDU)  ................................ ....  197  
2.2.11.3  Client Suppress Output PDU  ................................ ................................ .........  197  

2.2.11.3.1  Suppress Output PDU Data (TS_SUPPRESS_OUTPUT_PDU)  .........................  198  

3  Protocol Details  ................................ ................................ ................................ .........  200  
3.1  Common Details  ................................ ................................ ................................ ...  200  

3.1.1  Abstract Data Model  ................................ ................................ .........................  200  
3.1.2  Timers  ................................ ................................ ................................ ...........  200  
3.1.3  Initialization  ................................ ................................ ................................ ....  200  

3.1.4  Higher -Layer Triggered Events  ................................ ................................ ...........  200  
3.1.5  Message Processing Events and Sequencing Rules  ................................ ................  200  

3.1.5.1  Disconnection Sequences  ................................ ................................ ............  200  
3.1.5.1.1  Sending of MCS Disconnect Provider Ultimatum PDU  ................................ ..  200  

3.1.5.1.2  Processing of MCS Disconnect Provider Ultimatum PDU  ..............................  200  
3.1.5.2  Static Virtual Channels  ................................ ................................ ................  201  

3.1.5.2.1  Sending of Virtual Channel PDU  ................................ ..............................  201  

3.1.5.2.2  Processing of Virtual Channel PDU  ................................ ...........................  201  
3.1.6  Timer Events  ................................ ................................ ................................ ...  202  
3.1.7  Other Local Events  ................................ ................................ ...........................  202  

3.1.8  MPPC-Based Bulk Data Compression  ................................ ................................ ...  202  
3.1.8.1  Abstract Data Model  ................................ ................................ ...................  202  
3.1.8.2  Compressing Data  ................................ ................................ ......................  203  

3.1.8.2.1  Setting the Compression Flags  ................................ ................................  203  

3.1.8.3  Decompressing Data  ................................ ................................ ...................  205  
3.1.8.4  Compression Types  ................................ ................................ ....................  206  

3.1.8.4.1  MPPC-8K ................................ ................................ .............................  206  

3.1.8.4.1.1  Literal Encoding  ................................ ................................ ..............  206  
3.1.8.4.1.2  Copy -Tuple Encoding  ................................ ................................ .......  206  

3.1.8.4.1.2.1  Copy -Offset Encoding  ................................ ................................ .  206  

3.1.8.4.1.2.2  Length -of -Match Encoding  ................................ ...........................  206  
3.1.8.4.2  MPPC-64K  ................................ ................................ ............................  207  

3.1.8.4.2.1  Literal Encoding  ................................ ................................ ..............  207  
3.1.8.4.2.2  Copy -Tuple Encoding  ................................ ................................ .......  207  

3.1.8.4.2.2.1  Copy -Offset Encoding  ................................ ................................ .  207  
3.1.8.4.2.2.2  Length -of -Match Encoding  ................................ ...........................  208  

3.2  Client Details  ................................ ................................ ................................ ........  208  

3.2.1  Abstract Data Model  ................................ ................................ .........................  208  
3.2.1.1  Received Server Data  ................................ ................................ .................  208  
3.2.1. 2  Static Virtual Channel IDs  ................................ ................................ ............  209  

3.2.1.3  I/O Channel ID  ................................ ................................ ..........................  209  
3.2.1.4  User Channel ID  ................................ ................................ .........................  209  
3.2.1.5  Server Channel ID  ................................ ................................ ......................  209  
3.2.1.6  Server Capabilities  ................................ ................................ .....................  209  

3.2.1.7  Share ID  ................................ ................................ ................................ ...  209  
3.2.1.8  Automatic Reconnection Cookie  ................................ ................................ ....  209  
3.2.1.9  Server Licensing Encr yption Ability  ................................ ................................  209  

3.2.1.10  Pointer Image Cache  ................................ ................................ ...................  210  
3.2.2  Timers  ................................ ................................ ................................ ...........  210  
3.2.3  Initialization  ................................ ................................ ................................ ....  210  

3.2.4  Higher -Layer Triggered Events  ................................ ................................ ...........  210  
3.2. 5  Message Processing Events and Sequencing Rules  ................................ ................  210  



8 /  347  

[MS -RDPBCGR] ï v20080207  

Remote Desktop Protocol: Basic Connectivity and Graphics Remoting Specification  

Copyright © 2008 Microsoft Corporation.  

Release: Thursday, February 7, 2008  

3.2.5.1  Constructing a Basic Client - to -Server Slow -Path PDU  ................................ .......  210  
3.2.5.2  Processing a Basic Server - to -Client Slow -Path PDU  ................................ .........  211  

3.2.5.3  Normal Connection Sequence  ................................ ................................ .......  212  
3.2.5.3.1  Sending X.224 Connection Request PDU  ................................ ...................  212  
3.2.5.3.2  Processing X.224 Connection Confirm PDU  ................................ ...............  212  
3.2.5.3.3  Sending MCS Connect Initial PDU with GCC Conference Create Request  ........  213  

3.2.5.3.4  Processing MCS Connect Response PDU with GCC Conference Create 

Response  ................................ ................................ .............................  215  
3.2.5.3.5  Sending MCS Erect Domain Request PDU  ................................ .................  216  

3.2.5.3.6  Sending MCS Attach User Request PDU  ................................ ....................  216  
3.2.5.3.7  Processing MCS Attach User Confirm PDU  ................................ .................  217  
3.2.5.3.8  Sending MCS Channel Join Request PDU(s)  ................................ ...............  217  

3.2.5.3.9  Processing MCS Channel Join Confirm PDU(s)  ................................ ...........  217  
3.2.5.3.10  Sending Security Exchange PDU  ................................ ..............................  218  
3.2.5.3.11  Sending Client Info PDU  ................................ ................................ .........  219  
3.2.5.3.12  Processing License Error PDU -  Valid Client  ................................ ...............  219  

3.2.5.3.13  Mandatory Capability Negotiation  ................................ ............................  220  
3.2.5.3.13.1  Processing Demand Active PDU  ................................ .........................  220  
3.2.5.3.13.2  Sending Confirm Active PDU  ................................ .............................  221  

3.2.5.3.14  Sending Synchronize PDU  ................................ ................................ ......  221  
3.2.5.3.15  Sending Control PDU -  Cooperate  ................................ ............................  222  
3.2.5.3.16  Sending Control PDU -  Request Control  ................................ ....................  222  

3.2.5.3.17  Sending Persistent Key List PDU(s)  ................................ ..........................  222  
3.2.5.3.18  Sending Font List PDU  ................................ ................................ ...........  222  
3.2.5.3.19  Processing Synchronize PDU  ................................ ................................ ...  222  
3.2.5.3.20  Processing Control PDU -  Cooperate  ................................ ........................  222  

3.2.5.3.21  Processing Control PDU -  Granted Control ................................ .................  223  
3.2.5.3.22  Processing Font Map PDU  ................................ ................................ .......  223  

3.2.5.4  Disconnection Sequences  ................................ ................................ ............  223  

3.2.5.4.1  Sending Shutdown Request PDU  ................................ .............................  223  
3.2.5.4.2  Processing Shutdown Request  Denied PDU  ................................ ...............  223  

3.2.5.5  Deactivation -Reconnection Sequence  ................................ ............................  223  

3.2.5.5.1  Processing Deactivate All PDU  ................................ ................................ .  223  

3.2.5.6  Auto -Reconnect Sequence  ................................ ................................ ...........  223  
3.2.5.6.1  Processing Auto -Reconnect Status PDU  ................................ ....................  223  

3.2.5.7  Server Error Reporting  ................................ ................................ ................  224  

3.2.5.7.1  Processing Set Error Info PDU  ................................ ................................ .  224  
3.2.5.8  Keyboard and Mouse Input  ................................ ................................ ..........  224  

3.2.5.8.1  Input Event Notifications  ................................ ................................ ........  224  

3.2.5.8.1.1  Sending Slow -Path Input Event PDU  ................................ ...................  224  
3.2.5.8.1.2  Sending Fast -Path Input Event PDU  ................................ ...................  224  

3.2.5.8.2  Keyboard Status PDUs  ................................ ................................ ...........  225  

3.2.5.8.2.1  Processing Set Keyboard Indicators PDU  ................................ .............  225  
3.2.5.8.2.2  Processing Set Keyboard IME Status PDU  ................................ ............  225  

3.2.5.9  Basic Output  ................................ ................................ ..............................  226  
3.2.5.9.1  Processing Slow -Path Graphics Update PDU  ................................ ..............  226  

3.2.5.9.2  Processing Slow -Path Pointer Update PDU  ................................ ................  226  
3.2.5.9. 3  Processing Fast -Path Update PDU  ................................ ............................  227  
3.2.5.9.4  Sound  ................................ ................................ ................................ .  228  

3.2.5.9.4.1  Processing Play Sound PDU  ................................ ...............................  228  
3.2.5.9.5  Connection Management  ................................ ................................ ........  228  

3.2.5.9.5.1  Processing Save Session Info PDU  ................................ .....................  228  

3.2.5.10  Controlling Server Graphics Output  ................................ ...............................  229  
3.2.5.10.1  Sending Refresh Rect PDU  ................................ ................................ ......  229  
3.2.5.10.2  Sending Suppress Output PDU  ................................ ................................  229  



9 /  347  

[MS -RDPBCGR] ï v20080207  

Remote Desktop Protocol: Basic Connectivity and Graphics Remoting Specification  

Copyright © 2008 Microsoft Corporation.  

Release: Thursday, February 7, 2008  

3.2.6  Timer Events  ................................ ................................ ................................ ...  229  
3.2 .6.1  Connection Sequence Timeout  ................................ ................................ .....  229  

3.2.7  Other Local Events  ................................ ................................ ...........................  229  
3.2.7.1  Disconnection Due to Network Er ror  ................................ ..............................  229  

3.3  Server Details  ................................ ................................ ................................ .......  229  
3.3.1  Abstract Data Model  ................................ ................................ .........................  229  

3.3.1.1  Received Client Data  ................................ ................................ ...................  229  

3.3.1.2  User Channel ID  ................................ ................................ .........................  229  
3.3.1.3  I/O Cha nnel ID  ................................ ................................ ..........................  230  

3.3.1.4  Server Channel ID  ................................ ................................ ......................  230  
3.3.1.5  Client Licensing Encryption Ability  ................................ ................................ .  230  
3.3.1.6  Client Capabilities  ................................ ................................ .......................  230  

3.3.1.7  Persistent Bitmap Keys  ................................ ................................ ...............  230  
3.3.1.8  Pointer Image Cache  ................................ ................................ ...................  230  

3.3.2  Timers  ................................ ................................ ................................ ...........  230  
3.3.2.1  Auto -Reconn ect Cookie Update Timer  ................................ ............................  230  

3.3.3  Initialization  ................................ ................................ ................................ ....  231  
3.3.4  Higher -Layer Triggered Events  ................................ ................................ ...........  231  
3.3.5  Message Processing Events and Sequencing Rules  ................................ ................  231  

3.3.5.1  Constructing a Basic Server - to -Client Slow -Path PDU  ................................ .......  231  
3.3.5.2  Processing a Basic Client - to -Server Slow -Path PDU  ................................ .........  232  
3.3.5.3  Normal Connection Sequence  ................................ ................................ .......  233  

3.3.5.3.1  Processing X.224 Connection Request PDU  ................................ ...............  233  
3.3.5.3.2  Sending X.224 Connection Confirm PDU  ................................ ...................  233  
3.3.5.3.3  Processing MCS Connect Initial PDU with GCC Conference Create Request  .....  234  
3.3.5.3.4  Sending MCS Connect Response PDU with GCC Conference Create Response  . 236  

3.3.5.3.5  Processing MCS Erect Domain Request PDU  ................................ ..............  236  
3.3.5.3.6  Processing MCS Attach User Request PDU  ................................ ................  237  
3.3.5.3.7  Sending MCS Attach User Confirm PDU  ................................ ....................  237  

3.3.5.3.8  Processing MCS Channel Join Request PDU(s)  ................................ ...........  237  
3.3.5.3.9  Sending MCS Channel Join Confirm PDU(s)  ................................ ...............  238  
3.3.5.3.10  Processing Security Exchange PDU  ................................ ..........................  238  

3.3.5.3.11  Processing Client Info PDU  ................................ ................................ .....  239  

3.3.5.3.12  Sending License Error PDU -  Valid Client  ................................ ..................  240  
3.3.5.3.13  Mandatory Capability Negotiation  ................................ ............................  241  

3.3.5.3.13.1  Sending Demand Active PDU  ................................ .............................  241  

3.3.5.3.13.2  Processing Confirm Active PDU  ................................ ..........................  241  
3.3.5.3.14  Processing Synchronize PDU  ................................ ................................ ...  242  
3.3.5.3.15  Processing Control PDU -  Cooperate  ................................ ........................  242  

3.3.5.3.16  Processing Control PDU -  Request Control  ................................ ................  242  
3.3.5.3.17  Processing Persistent Key List PDU(s)  ................................ ......................  242  
3.3.5.3.1 8  Processing Font List PDU  ................................ ................................ ........  242  

3.3.5.3.19  Sending Synchronize PDU  ................................ ................................ ......  242  
3.3.5.3.20  Sending Control PDU -  Cooperate  ................................ ............................  243  
3.3.5.3.21  Sending Control PDU -  Granted Control  ................................ ....................  243  
3.3.5.3.22  Sending Font Map PDU  ................................ ................................ ..........  243  

3.3.5.4  Disconnection Sequences  ................................ ................................ ............  243  
3.3.5.4.1  Processing Shutdown Request PDU  ................................ ..........................  243  
3.3.5.4.2  Sending Shutdown Request Denied PDU  ................................ ...................  243  

3.3.5.5  Deactivation -Reconnection Sequence  ................................ ............................  243  
3.3.5.5.1  Sending Deactivate All PDU  ................................ ................................ ....  243  

3.3.5.6  Auto -Reconnect Sequence  ................................ ................................ ...........  244  

3.3.5.6.1  Sending Auto -Reconnect Status PDU  ................................ .......................  244  
3.3.5.7  Server Error Reporting  ................................ ................................ ................  244  

3.3.5.7.1  Sending Set Error Info PDU  ................................ ................................ ....  244  



10  /  347  

[MS -RDPBCGR] ï v20080207  

Remote Desktop Protocol: Basic Connectivity and Graphics Remoting Specification  

Copyright © 2008 Microsoft Corporation.  

Release: Thursday, February 7, 2008  

3.3.5.8  Keyboard and Mouse Input  ................................ ................................ ..........  244  
3.3.5.8.1  Inp ut Event Notifications  ................................ ................................ ........  244  

3.3.5.8.1.1  Processing Slow -Path Input Event PDU  ................................ ...............  244  
3.3.5.8.1.2  Processing Fas t -Path Input Event PDU  ................................ ................  244  

3.3.5.8.2  Keyboard Status PDUs  ................................ ................................ ...........  245  
3.3.5.8.2.1  Sending Set Keyboard Indicators PDU ................................ ................  245  

3.3.5.8.2.2  Sending Set Keyboard IME Status PDU  ................................ ...............  245  

3.3.5.9  Basic Output  ................................ ................................ ..............................  246  
3.3.5.9.1  Sending Slow -Path Graphics Update PDU  ................................ ..................  246  

3.3.5.9.2  Sending Slow -Path Pointer Update PDU  ................................ ....................  246  
3.3.5.9.3  Sending Fast -Path Update PDU  ................................ ...............................  246  
3.3.5.9.4  Sound  ................................ ................................ ................................ .  247  

3.3.5.9.4.1  Sending Play Sound PDU  ................................ ................................ ..  247  
3.3.5.9.5  Connection Management  ................................ ................................ ........  248  

3.3.5.9.5.1  Sending Save Session Info PDU  ................................ .........................  248  
3.3.5.10  Controlling Server Graphics Output  ................................ ...............................  248  

3.3.5. 10.1  Processing Refresh Rect PDU  ................................ ................................ ..  248  
3.3.5.10.2  Processing Suppress Output PDU  ................................ ............................  248  

3.3.6  Timer Events  ................................ ................................ ................................ ...  248  

3.3.6.1  Connection Sequence Timeout  ................................ ................................ .....  249  
3.3.7  Other Local Events  ................................ ................................ ...........................  249  

4  Protocol Examples  ................................ ................................ ................................ .....  250  

4.1  Annotated Connection Sequence  ................................ ................................ .............  250  
4.1.1  Client X.224 Connection Request PDU  ................................ ................................ .  250  
4.1.2  Server X.224 Connection Confirm PDU  ................................ ................................  250  
4.1.3  Client MCS Connect Initial PDU with GCC Conference Create Request  ......................  251  

4.1.4  Server MCS Connect Response PDU with GCC Conference Create Response  ..............  256  
4.1.5  Client MCS Erect Domain Request PDU  ................................ ................................  260  
4.1.6  Client MCS Attach User Request PDU  ................................ ................................ ..  261  

4.1.7  Server MCS Attach -User Confirm PDU  ................................ ................................ .  261  
4.1.8  MCS Channel Join Request and Confirm PDUs  ................................ ......................  263  
4.1.9  Channel 1007  ................................ ................................ ................................ ..  263  

4.1.9.1  Client Join Request PDU for Channel 1007 (User Channel)  ................................  263  
4.1.9.2  Server Join Confirm PDU for Channel 1007 (User Channel)  ...............................  264  

4.1.10  Channel 1003  ................................ ................................ ................................ ..  265  
4.1.10.1  Client Join Request PDU for Channel 1003 (I/O Channel)  ................................ ..  265  

4.1.10.2  Server Join Confirm PDU for Channel 1003 (I/O Channel)  ................................ .  265  
4.1.11  Channel 1004  ................................ ................................ ................................ ..  266  

4.1.11.1  Client Join Request PDU for Channel 1004 (rdpdr Channel)  ...............................  266  

4.1.11.2  Server Join Confirm PDU for Channel 1004 (rdpdr Channel)  ..............................  266  
4.1.12  Channel 1005  ................................ ................................ ................................ ..  266  

4.1.12.1  Client Join Request PDU for Channel 1005 (cliprdr Channel)  .............................  266  

4.1.12.2  Server Join Confirm PDU for Channel 1005 (cliprdr Channel)  ............................  266  
4.1.13  Channel 1006  ................................ ................................ ................................ ..  267  

4.1.13.1  Client Join Request PDU for Channel 1006 (rdpsnd Channel)  .............................  267  
4.1.13.2  Server Join Confirm PDU for Channel 1006 (rdpsnd Channel)  ............................  267  

4.1.14  Client Security Exchange PDU  ................................ ................................ ............  267  
4.1.15  Client Info PDU  ................................ ................................ ................................  269  
4.1.16  Server License Error PDU -  Valid Client  ................................ ...............................  272  

4.1.17  Server Demand Active PDU  ................................ ................................ ...............  274  
4.1.18  Client Confirm Active PDU  ................................ ................................ .................  281  
4.1.19  Client Synchronize PDU  ................................ ................................ ....................  290  

4.1.20  Client Control PDU -  Cooperate  ................................ ................................ ..........  291  
4.1.21  Client Control PDU -  Request Control  ................................ ................................ ..  292  



11  /  347  

[MS -RDPBCGR] ï v20080207  

Remote Desktop Protocol: Basic Connectivity and Graphics Remoting Specification  

Copyright © 2008 Microsoft Corporation.  

Release: Thursday, February 7, 2008  

4.1.22  Client Persistent Key List PDU  ................................ ................................ ............  292  
4.1.23  Client Font List  PDU ................................ ................................ .........................  296  

4.1.24  Server Synchronize PDU  ................................ ................................ ...................  297  
4.1.25  Server Control PDU -  Cooperate  ................................ ................................ .........  297  
4.1.26  Server Control PDU -  Granted Control  ................................ ................................ .  298  
4.1.27  Server Font Map PDU  ................................ ................................ .......................  299  

4.2  Annotated User - Initiated (on Client) Disconnection Sequence  ................................ ......  300  

4.2.1  MCS Disconnect Provider Ultimatum PDU  ................................ ............................  300  
4.2.2  Client Shutdown Request PDU  ................................ ................................ ...........  301  

4.2.3  Server Shutdown Request Denied PDU  ................................ ................................  302  
4.3  Annotated Save Session Info PDU  ................................ ................................ ............  302  

4.3.1  Logon Info Version 2  ................................ ................................ ........................  302  

4.3.2  Plain Notify  ................................ ................................ ................................ .....  306  
4.3.3  Logon Info Extended  ................................ ................................ ........................  309  

4.4  Annotated Server - to -Client Virtual Channel PDU  ................................ ........................  312  
4.5  Java Code to Encrypt and Decrypt a Sample Client Random  ................................ .........  313  

4.6  Java Code to Sign a Sample Proprietary Certificate Hash  ................................ .............  317  

5  Security  ................................ ................................ ................................ .....................  323  
5.1  Security Considerations for Implementers  ................................ ................................ .  323  

5.2  Index of Security Parameters  ................................ ................................ ..................  323  
5.3  Standard RDP Security  ................................ ................................ ...........................  323  

5.3. 1  Encryption Levels  ................................ ................................ .............................  323  

5.3.2  Negotiating the Cryptographic Configuration  ................................ ........................  323  
5.3.3  Server Certificates  ................................ ................................ ...........................  324  

5.3.3.1  Proprietary Certificates  ................................ ................................ ................  324  
5.3.3.1.1  Terminal Services Signing Key  ................................ ................................  325  

5.3.3.1.2  Signing a Proprietary Certificate  ................................ ..............................  325  
5.3.3.1.3  Validating a Proprietary Certificate  ................................ ..........................  327  

5.3.3.2  X.509 Certificate Chains  ................................ ................................ ..............  328  

5.3.4  Client and Server Random Values  ................................ ................................ .......  328  
5.3.4.1  Encrypting Client Random  ................................ ................................ ............  328  
5.3.4.2  Decrypting Client Random  ................................ ................................ ...........  329  

5.3.5  Session Key Generation  ................................ ................................ ....................  329  
5.3.5.1  Non -FIPS ................................ ................................ ................................ ..  329  
5.3.5.2  FIPS ................................ ................................ ................................ .........  331  

5.3.6  Encrypting and Decrypting the I/O Data Stream  ................................ ...................  332  

5.3.6.1  Non -FIPS ................................ ................................ ................................ ..  332  
5.3.6.1.1  Salted MAC Generation  ................................ ................................ ..........  333  

5.3.6.2  FIPS ................................ ................................ ................................ .........  333  

5.3.7  Session Key Updates  ................................ ................................ ........................  334  
5.3.7.1  Non -FIPS ................................ ................................ ................................ ..  334  
5.3.7.2  FIPS ................................ ................................ ................................ .........  335  

5.3.8  Packet Layout in the I/O Data Stream  ................................ ................................ .  335  
5.4  Enhanced RDP Security  ................................ ................................ ..........................  336  

5.4.1  Encryption Levels  ................................ ................................ .............................  336  
5.4.2  Security -Enhanced Connection Sequence  ................................ ............................  336  

5.4.2.1  Negotiation -Based Approach  ................................ ................................ ........  336  
5.4.2.2  Direct Approach  ................................ ................................ .........................  338  
5.4.2.3  Changes to the Security Commencement Phase  ................................ ..............  339  

5.4.2.4  Disabling Forced Encryption of Licensing Packets  ................................ ............  340  
5.4.3  Encrypting and Decrypting the I/O Data Stream  ................................ ...................  340  
5.4.4  Packet Layout in the I/O Data Stream  ................................ ................................ .  340  

5.4.5  External Security Protocols used by RDP  ................................ .............................  340  
5.4.5.1  Transport Layer Security (TLS) 1.0  ................................ ...............................  340  



12  /  347  

[MS -RDPBCGR] ï v20080207  

Remote Desktop Protocol: Basic Connectivity and Graphics Remoting Specification  

Copyright © 2008 Microsoft Corporation.  

Release: Thursday, February 7, 2008  

5.4.5.2  CredSSP  ................................ ................................ ................................ ...  341  
5.4.5.2.1  User Authorization Failures  ................................ ................................ .....  341  

5.5  Automatic Reconnection  ................................ ................................ .........................  341  

6  Appendix A: Windows Behavior  ................................ ................................ .................  343  

7  Index  ................................ ................................ ................................ .........................  344  



13  /  347  

[MS -RDPBCGR] ï v20080207  

Remote Desktop Protocol: Basic Connectivity a nd Graphics Remoting Specification  

Copyright © 2008 Microsoft Corporation.  

Release: Thursday, February 7, 2008  

1   Introduction  

The Remote Desktop Protocol: Basic Connectivity and Graphics Remoting Specification is designed to 
facilitate use r interaction with a remote computer system by transferring graphics display 

information from the remote computer to the user and transporting input from the user to the 
remote computer, where it may be injected locally. RDP also provides an extensible tra nsport 
mechanism which allows specialized communication to take place between components on the user 

computer and components running on the remote computer.  

1.1   Glossary  

The following terms are defined in [MS -GLOS] :  

Stock Keep ing Unit (SKU)  

The following terms are specific to this document:  

MAY, SHOULD, MUST, SHOULD NOT, MUST NOT:  These terms (in all caps) are used as 

described in [RFC2119] . All statements of optional behavior use either MAY, SHOULD, or 
SHOULD NOT.  

1.2   References  

1.2.1   Normative References  

We conduct frequent surveys of the normative references to assure their continued availability. If 

you have any issue with finding a normative reference, please contact dochelp@microsoft.com . We 
will assist you in  finding the relevant information. Please check the archive site, 
http://msdn2.microsoft.com/en -us/library/E4BD6494 -06AD -4aed -9823 -445E921C9624 , as an 

additional so urce.  

[MS -CSSP] Microsoft Corporation, " Credential Security Support Provider (CredSSP) Protocol 
Specification ", March 2007.  

[MS -RDPEA] Microsoft Corporation, " Remote Desktop Protocol: Audio Output Vi rtual Channel 

Extension ", September 2007.  

[MS -RDPEGDI] Microsoft Corporation, " Remote Desktop Protocol: Graphics Device Interface (GDI) 
Acceleration Extensions ", June 2007.  

[MS -RDPELE] Microsoft Corporation, " Remote Desktop Protocol: Licensing Extension ", September 
2007.  

[MS -RDPERP] Microsoft Corporation, " Remote Desktop Protocol: Remote Programs Virtual Channel 

Extension ", July 2007.  

[RFC2104] Krawczyk, H., Bellare, M., and Canetti, R., "HMAC: Keyed -Hashing for Message 
Authentication", RFC 2104, February 1997, http://www.ietf.org/rfc/rfc2104.txt  

[RFC2118] Pall, G., "Microsoft Point -To-Point Compression (MPPC) Protocol," RFC 2118, March 1997, 

http://www.ietf.org/rfc/rfc2118.txt  

[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC 
2119, March 1997, http://www.ietf.org/rfc/rfc2119.txt  

%5bMS-GLOS%5d.pdf
http://go.microsoft.com/fwlink/?LinkId=90317
mailto:dochelp@microsoft.com
http://msdn2.microsoft.com/en-us/library/E4BD6494-06AD-4aed-9823-445E921C9624
%5bMS-CSSP%5d.pdf
%5bMS-CSSP%5d.pdf
%5bMS-CSSP%5d.pdf
%5bMS-RDPEA%5d.pdf
%5bMS-RDPEA%5d.pdf
%5bMS-RDPEGDI%5d.pdf
%5bMS-RDPEGDI%5d.pdf
%5bMS-RDPEGDI%5d.pdf
%5bMS-RDPELE%5d.pdf
%5bMS-RDPERP%5d.pdf
%5bMS-RDPERP%5d.pdf
%5bMS-RDPERP%5d.pdf
http://go.microsoft.com/fwlink/?LinkId=90314
http://go.microsoft.com/fwlink/?LinkId=90316
http://go.microsoft.com/fwlink/?LinkId=90317
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[RFC2246] Dierks, T. and Allen, C., "The TLS Protocol Version 1.0", RFC 2246, January 1999, 
http://www.ietf.org/rfc/r fc2246.txt  

[SSL3] Netscape, "SSL 3.0 Specification", http://wp.netscape.com/eng/ssl3/  

If you have any trouble finding [SSL3], please check here . 

[T123] ITU -T, "Network -Specific Data Protocol Stacks for Multimedia Conferencing", 

Recommendation T.123, May 1999, http://www.itu.int/rec/T -REC-T.123/en  

Note   There is a charge to download the specification.  

[T124] ITU -T, "Generic Conference Control", Recommendation T.124, February 1998, 
http://www.itu.int/rec/T -REC-T.124/en  

Note   There is a charge to download the specification.  

[T125] ITU -T, "Multipoint Communication Service Protocol Specification", Recommendation T.125, 
February 1998, http://www.itu.int/rec/T -REC-T.125 -199802 - I/en   

Note   There  is a charge to download the specification.  

[T128] ITU -T, "Multipoint Application Sharing", Recommendation T.128, February 1998, 
http://www.itu.int/rec/T -REC-T.128 -199802 - I/en  

Note   There is a char ge to download the specification.  

[X224] ITU -T, "Information technology -  Open Systems Interconnection -  Protocol for Providing the 
Connection -Mode Transport Service", Recommendation X.224, November 1995, 
http://www.itu.int/rec/T -REC-X.224 -199511 - I/en   

Note   There is a charge to download the specification.  

1.2.2   Informative References  

[ERRTRANS] Microsoft Corporation, "How to Translate NTSTATUS Error Codes to Message Strings", 
June 2005, http://support.microsoft.com/kb/259693  

[MSDN -MUI] Microsoft Corporation, "Locale Identifier Constants and Strings", 
http://msdn2.microsoft.com/en -us/library/ms776260.aspx  

[MSDN -CP] Microsoft Corporation, "Code Page Identifiers", http://msdn2.microsoft.com/en -
us/library/ms776446.aspx  

If you have any trouble finding [MSDN -CP], please check here . 

[MSDN -SCHANNEL] Microsoft Corporation, "Creating a Secure Connection Using Schannel", 
http://msdn2.mi crosoft.com/en -us/library/aa374782.aspx  

[MSFT -SDLBTS] Microsoft Corporation, "Session Directory and Load Balancing Using Terminal 

Server", September 2002, 
http://www.microsoft.com/windowsserver2003 /techinfo/overview/sessiondirectory.mspx  

1.3   Protocol Overview (Synopsis)  

The Remote Desktop Protocol: Basic Connectivity and Graphics Remoting is designed to facilitate 
user interaction with a remote computer system by transferring graphics display info rmation from 
the remote computer to the user and transporting input from the user to the remote computer, 

http://go.microsoft.com/fwlink/?LinkId=90324
http://go.microsoft.com/fwlink/?LinkId=90534
http://msdn2.microsoft.com/en-us/library/E4BD6494-06AD-4aed-9823-445E921C9624
http://go.microsoft.com/fwlink/?LinkId=90541
http://go.microsoft.com/fwlink/?LinkId=90542
http://go.microsoft.com/fwlink/?LinkId=90543
http://go.microsoft.com/fwlink/?LinkId=90544
http://go.microsoft.com/fwlink/?LinkId=90588
http://go.microsoft.com/fwlink/?LinkId=89860
http://go.microsoft.com/fwlink/?LinkId=90048
http://go.microsoft.com/fwlink/?LinkId=89981
http://go.microsoft.com/fwlink/?LinkId=89981
http://msdn2.microsoft.com/en-us/library/E4BD6494-06AD-4aed-9823-445E921C9624
http://go.microsoft.com/fwlink/?LinkId=90121
http://go.microsoft.com/fwlink/?LinkId=90204
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where it may be injected locally. This protocol also provides an extensible transport mechanism 
which allows specialized communication to take place b etween components on the user computer 

and components running on the remote computer.  

The following subsections present overviews of the protocol operation as well as sequencing 
information.  

1.3.1   Message Flows  

1.3.1.1   Standard Connection Sequence  

The goal of the standard connection sequence (Figure 1) is to exchange client and server settings 
and to negotiate common settings to use for the duration of the connection so that input, graphics 
and other data can be exchanged and processed between client an d server.  
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Figure 1: Remote Desktop Protocol (RDP) connection initialization sequence  

The connection sequence can be broken up into seven distinct phases:  

1.  Connection Initiation: The client initiates the connection by sending the server an X.224 
Connection Request PDU  (class 0). The server responds with an X.224 Connection Confirm PDU  
(clas s 0).  
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From this point, all subsequent data sent between client and server is wrapped in an X.224 Data  
Protocol Data Unit (PDU).  

2.  Basic Settings Exchange: Basic settings are exchanged between the client and server by using 
the MCS Connect Initial  and MCS Connect Response  PDUs. The Connect Initial PDU contains a 
GCC Conference Create Request, while the Connect Response PDU contains a GCC Conference 
Create Response.  

These two Generic Confere nce Control (GCC) packets contain concatenated blocks of settings 
data (such as core data, security data and network data) which are read by client and server.  

 

Figure 2: Basic settings exc hange PDUs  
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Figure 3: MCS connect response PDU  

3.  Channel Connection: The client sends an MCS Erect Domain Request PDU , followed by an MCS 
Attach User Request PDU  to attach the primary user identity to the MCS domain. The server 
responds with an MCS Attach User Response PDU  containing the user channel ID. The client then 

proceeds to join the  user channel, the input/output (I/O) channel and all of the static virtual 
channels (the I/O and static virtual channel IDs are obtained from the data embedded in the GCC 
packets) by using multiple MCS Channel Join Reque st PDUs . The server confirms each channel 

with an MCS Channel Join Confirm PDU . (The client only sends a Channel Join Request after it has 
received the Channel Join Confirm for the previously sent request.)  

From this poin t, all subsequent data sent from the client to the server is wrapped in an MCS Send 
Data Request  PDU, while data sent from the server to the client is wrapped in an MCS Send Data 

Indication  PDU. This is in addition to the data being wrapped by an X.224 Data  PDU. 

4.  RDP Security Commencement: If standard RDP security methods are being employed and 
encryption is in force (this is determined by examining the data embedded in the GCC Conference 

Create Response packet) then the client sends a Security Exchange PDU  containing an encrypted 
32 -byte random number to the server. This random number is encrypted with the public key of 
the server (the server's public key, as well as a 32 -byte server -generated random number, are 

both obtained from the data embedded in the GCC Conference Create Response packet). The 
client and server then utilize the two 32 -byte random numbers to generate session keys which 
are used to encrypt and validate the integrity of subsequent RDP traffic.  

From this point, all subsequent RDP traffic can be encrypted and a security header is included 

with the data if encryption is in force (the Client Info  and licensing PDUs are an exception in that 
they always have a security header). The Security Header follows the X.224 and MCS Headers 
and indicates whether the attached data is encrypted. Even if encryption is in force server - to -

client traffic may not always be encrypted, while client - to -server traffic will always be encrypte d 
by Microsoft RDP implementations (encryption of licensing PDUs is optional, however).  
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5.  Secure Settings Exchange: Secure client data (such as the username, password and auto -
reconnect cookie) is sent to the server using the Client Info PDU.  

6.  Licensing: The goal of the licensing exchange is to transfer a license from the server to the client. 
The client should store this license and on subsequent connections send the license to the server 
for validation. However, in some situations the client may not be issue d a license to store. In 
effect, the packets exchanged during this phase of the protocol depend on the licensing 

mechanisms employed by the server. Within the context of this document we will assume that 

the client will not be issued a license to store. Fo r details regarding more advanced licensing 
scenarios that take place during the Licensing Phase, see [MS -RDPELE]. 

7.  Capabilities Negotiation: The server sends the set of capabilities it supports to the client in a 
Demand Active PDU . The client responds with its capabilities by sending a Confirm Active PDU .  

8.  Connection Finalization: The client and server send PDUs to finalize the connection details. The 

client - to -server and server - to -client PDUs exchanged during this phase may be sent concurrently 
as long as the sequencing in either direction is maintained (th ere are no cross -dependencies 
between any of the client - to -server and server - to -client PDUs). After the client receives the Font 
Map PDU  it can start sending mouse and keyboard input to the server, and upon receipt of the  

Font List PDU  the server can start sending graphics output to the client.  

Besides input and graphics data, other data that can be exchanged between client and server after 
the connection has been finalized includes conne ction management information and virtual channel 

messages (exchanged between client -side plug - ins and server -side applications).  

1.3.1.2   Security - Enhanced Connection Sequence  

The standard connection sequence does not provide any mechanisms which ensure t hat the identity 
of the server is authenticated, and as a result it is vulnerable to man - in - the -middle attacks (these 
attacks can compromise the confidentiality of the data sent between client and server).  

The goal of the security -enhanced connection seque nce is to provide an extensible mechanism 

within RDP so that well -known and proven security protocols (such as Secure Socket Layer (SSL) or 
Kerberos) can be used to provide server authentication and to wrap RDP traffic. There are two 

variations of the secu rity -enhanced connection sequence. The negotiation -based approach aims to 

provide backward -compatibility with previous RDP implementations, while the Direct Approach 
favors more rigorous security over interoperability.  

Negotiation -Based Approach: The clie nt advertises the security packages which it supports (by 

appending a negotiation request structure to the X.224 Connection Request PDU ) and the server 
selects the package to use (by appending a negotiation response struc ture to the X.224 Connection 
Confirm PDU ). After the client receives the X.224 Connection Confirm PDU the negotiated security 
package is executed and used to secure all subsequent RDP traffic.  

Direct Approach: Instead of negotiating a security package, the client and server immediately 
execute a pre -determined security protocol (for example, the CredSSP Protocol ) prior to any RDP 
traffic being exchanged on the wire. This approach results in all RDP traffic being secured using the 

hard -coded security package. However, it also has the disadvantage of not working with servers that 
only utilize the standard connection sequence, as those servers expect an X.224 Connection Request 
PDU as the first pack et.  

For more details about Enhanced RDP Security, see section 5.4 . 

%5bMS-RDPELE%5d.pdf
%5bMS-CSSP%5d.pdf
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1.3.1.3   Deactivation - Reactivation Sequence  

After the connection sequence has run to completion, the server may determine that the client 
needs to be con nected to a waiting, disconnected session. To accomplish this task the server signals 
the client with a Deactivate All PDU . A Deactivate All PDU implies that the connection will be dropped 
or that a capability renegotiati on will occur. If a capability renegotiation needs to be performed then 

the server will re -execute the connection sequence, starting with the Demand Active PDU  (the 
Capability Negotiation and Connection Finalization phases as described in section 1.3.1.1 ) but 

excluding the Persistent Key List PDU . 

1.3.1.4   Disconnection Sequences  

1.3.1.4.1   User - Initiated on Client  

The user can initiate a client -side disconnect by closing the RDP client application. To implement this 
type of disconnection the client sends the server a Shutdown Request PDU . The server will de ny this 
request and send the client a Shutdown Request Denied PDU . At this point the client behavior is 

implementation -dependent. The Microsoft RDP client displays a dialog box specifying that the 
session will be disconne cted. If the user chooses to disconnect, the client sends the server an MCS 
Disconnect Provider Ultimatum PDU  (with the reason code set to "user requested") and closes the 

connection.  

1.3.1.4.2   User - Initiated on Server  

The user can initiate a server -side disconnect by ending the remote session (or application) running 

on the server. To implement this type of disconnection, the server first sends the client a Deactivate 
All PDU  to indica te that the share is being disabled. This PDU is followed by an MCS Disconnect 
Provider Ultimatum PDU  (with the reason code set to "user requested"). At this point the server 

closes the connection.  

1.3.1.4.3   Administrat or - Initiated on Server  

The administrator of a server can force a user to be logged off from their session or disconnect 

sessions outside of the user's control. To implement this type of disconnection, the server first sends 
the client a Deactivate All PDU  to indicate that the share is being disabled. This PDU is followed by 
an MCS Disconnect Provider Ultimatum PDU  (with the reason code set to "provider initiated"). At 

this point the serve r closes the connection.  

1.3.1.5   Automatic Reconnection  

The automatic reconnection feature allows a client to reconnect to an existing session (after a short -
term network failure has occurred) without having to resend the user's credentials to the server .  

After a successful log on, the server sends the client an "auto - reconnect cookie" in the Save Session 
Info PDU . This cookie is bound to the current user's session and is stored by the client. In the case 

of a disconnec tion due to a network error, the client can try to automatically reconnect to the 
server. If it can connect, it sends a cryptographically modified version of the cookie to the server in 
the Client Info PDU  (the Secure Set tings Exchange phase of the connection sequence, as specified in 

section 1.3.1.1 ). The server uses the modified cookie to confirm that the client requesting auto -
reconnection is the last client that was connected to the s ession. If this check passes, then the client 
is automatically connected to the desired session upon completion of the connection sequence.  

The auto - reconnect cookie associated with a given session is flushed and regenerated whenever a 
client connects to t he session or the session is reset. This ensures that if a different client connects 
to the session, then any previous clients that were connected can no longer use the auto - reconnect 
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mechanism to connect. Furthermore, the server invalidates and updates th e cookie at hourly 
intervals, sending the new cookie to the client in the Save Session Info PDU.  

1.3.2   Server Error Reporting  

A server can send detailed error codes to a client by using the Set Error Info PDU  (the clien t must 
indicate during the Basic Settings Exchange phase of the connection sequence, as specified in 

section 1.3.1.1 , that it supports this PDU). This PDU can be sent when a phase in the connection 
sequence fails or when the client is about to be disconnected. These error codes allow the client to 
give much clearer failure explanations to the user.  

1.3.3   Static Virtua l Channels  

Static virtual channels allow lossless communication between client and server components over the 

main RDP data connection. Virtual channel data is application -specific and opaque to RDP. A 
maximum of 30 static virtual channels can be created a t connection time.  

The list of desired virtual channels is requested and confirmed during the Basic Settings Exchange 
phase of the connection sequence (as specified in section 1.3.1.1 ) and the endpoints are joined 

during the Channel Connection phase (as specified in section 1.3.1.1 ). Once joined, the client and 
server endpoints should be prevented from exchanging data until the connection sequence has 
completed.  

Static virtual channel dat a must be broken up into chunks of up to 1600 bytes in size before being 
transmitted (this size does not include RDP headers). Each virtual channel acts as an independent 
data stream. The client and server examine the data received on each virtual channel and route the 

data stream to the appropriate endpoint for further processing. A particular client or server 
implementation can decide whether to pass on individual chunks of data as they are received, or to 
assemble the separate chunks of data into a compl ete block before passing it on to the endpoint.  

1.3.4   Data Compression  

RDP uses a bulk compressor to compress virtual channel data and some data in PDUs sent from 

server to client. Capability advertising for various versions of the bulk compressor occurs in the 

Client Info PDU  (the Secure Se ttings Exchange phase of the connection sequence, as specified in 
section 1.3.1.1 ).  

One version of the bulk compressor is based directly on the Microsoft Point -To-Point Compression 
(MPPC) Protocol  and uses an 8 KB history buffer. A more advanced version of the compressor is 

derived from the same MPPC Protocol, but uses a 64 KB history buffer and modified Huffman -style 
encoding rules.  

Besides employing bulk compres sion for generic data, RDP also uses variations of run length 

encoding (RLE) rules to implement compression of bitmap data sent from server to client. All clients 
should be able to decompress compressed bitmap data ðthis capability is not negotiable.  

1.3.5   Keyboard and Mouse Input  

The client sends mouse and keyboard input PDUs in two flavors: Slow -Path and Fast -Path. Slow -
Path is similar to T.128 input formats for input PDUs, with some modifications for RDP input 
requirements. Fast -Path was introduced to t ake advantage of the fact that in RDP there are no 

extended Multipoint Communication Services (MCS) topologies, just one top - level node and one 
leaf -node per socket. Fast -Path also uses reduced or removed headers and alternate bytestream -
orientated encodin g formats to reduce bandwidth and CPU cycles for encode and decode.  

http://go.microsoft.com/fwlink/?LinkId=90316
http://go.microsoft.com/fwlink/?LinkId=90316
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Client - to -server Input Event PDUs  convey keyboard and mouse data to the server so that it can 
inject input as needed. The client can also periodically sy nchronize the state of the toggle keys (that 

is, NUM LOCK and CAPS LOCK) using the Synchronize Event PDU. This is necessary when the client 
loses input focus and then later gets the focus back (possibly with new toggle key states). In a 
similar vein, the s erver can also force an update of the local keyboard toggle keys or the local Input 
Method Editor (IME) being used to ensure that synchronization with the remote session is 

maintained.  

1.3.6   Basic Server Output  

In a similar style to input - related PDUs (a s specified in section 1.3.5 ), server output - related PDUs 
come in two flavors: Slow -Path and Fast -Path. Fast -Path output uses reduced or removed headers 
to save bandwidth and reduce encoding and decoding latency by reduci ng the required CPU cycles. 

Slow -Path output is similar to T.128 output and is not optimized in any way.  

The most fundamental output that a server can send to a connected client is bitmap images of the 
remote session using the Update Bitmap PDU . This allows the client to render the working space and 
enables a user to interact with the session running on the server. The global palette information for 

a session is sent to the client in the Update Palette PDU . 

The client can choose to render the mouse cursor locally (if it is not included in the graphics' 
updates sent by the server). In this case the server should send updates of the current cursor image 

to ensure that it can be drawn with th e correct shape (the Pointer Update PDUs should be used to 
accomplish this task). Furthermore, if the mouse is programmatically moved in the remote session 
the server should inform the client of the new position using the Pointer Position PDU .  

Other basic output which a server sends to a connected client includes the Play Sound PDU , which 
instructs a client to play rudimentary sounds (by specifying a frequency and its duration) and 
Conne ction Management PDUs, as specified in section 2.2.10 .  

1.3.7   Controlling Server Graphics Output  

A client connected to a server and displaying graphics data may need to request that the server 

resend the graphics data for a collection of rectangular regions of the session screen area, or stop 

sending graphics data for a period of time (perhaps when th e client is minimized). These two tasks 
are accomplished by having the client send the Refresh Rect PDU  and Suppress Output PDUs  
respectively.  

1.4   Relationship to Other Protocols  

The R emote Desktop Protocol: Basic Connectivity and Graphics Remoting Specification is based on 
the ITU (International Telecommunication Union) T.120 series of protocols. The T.120 standard is 

composed of a suite of communication and application - layer protocols  that enable developers to 
create compatible products and services for real - time, multipoint data connections and conferencing.  

1.5   Prerequisites/Preconditions  

This protocol assumes that the system already has an IP address and is thus able to communica te 
on the network. It also assumes that the initiator (or "client") has already obtained the IP address of 
the server, that the server has registered a port, and that the server is actively listening for client 

connections on that port. <1>  

All multiple -byte fields within a message are assumed to contain data in little -endian byte ordering, 
unless otherwise specified.  
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1.6   Applicability Statement  

This protocol is applicable in scenarios where interactions with a remote session or  remote 
application are required. In this context, the graphical user interface of a session or application 
running on a remote machine is transmitted to the client machine. The client, in turn, sends 
keyboard and mouse input to be processed by the server allowing the client to interact with the 

remote session or application.  

In scenarios in which more specialized communication between client and server components is 
needed, Virtual Channels (see section 1.3.3 ) provide an extensible transport mechanism. Examples 

of more specialized communication include redirection of client -side devices (for example, printers, 
drives, smart card readers, or Plug and Play devices) and synchronization of client -side and remote 
session clipbo ards.  

1.7   Versioning and Capability Negotiation  

Capability negotiation for RDP is essentially the same as for T.128. The server advertises its 
capabilities in a Demand Active PDU  sent to the client, and the client adver tises its capabilities in the 

follow -up Confirm Active PDU  (see the Capability Negotiation phase in section 1.3.1.1 ). Capability 
sets are packaged in a combined capability set structure.  This structure contains a count of the 
number of capability sets, followed by the contents of the individual capability sets.  

 

Figure 4: Combined Capability Set Structure  

Information excha nged in the capability sets includes data such as supported PDUs and drawing 

orders, desktop dimensions and allowed color depths, input device support, cache structures and 
feature support. When the capability sets are received, the client and server shoul d each perform a 
"merge" operation between their capabilities and the peer capabilities so that all RDP traffic on the 

wire is consistent with negotiated expectations and can be processed by each party.  

Early capability information (in the form of a bitmas k) is advertised by the client as part of the data 
which it sends to the server during the Basic Settings Exchange phase. This information is intended 

for capabilities that need to be advertised prior to the actual Capability Negotiation phase. For 
example , support for the Set Error Info PDU  needs to be established before the Licensing phase of 
the connection sequence, which occurs before to the Capability Negotiation phase (see section 
1.3.1.1 ). This is necessary because the server needs to be aware of how errors can be 

communicated back to the client.  

The client and server data exchanged during the Basic Settings Exchange phase in the connection 
sequence (see section 1.3.1.1 ) includes an RDP version number (consisting of a major and minor 

field). However, this version information does not accurately reflect the version of RDP being used 
(for example, RDP 4.0 clients advertise a minor version field of "1 ", while all later client versions 
advertise the same value of "4").  

The build number of the client is also available as part of the data the client sends to the server 
during the Basic Settings Exchange phase. However, this value is implementation dependent and is 
not necessarily consistent across the spectrum of RDP clien ts manufactured by different vendors.  
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1.8   Vendor - Extensible Fields  

This protocol contains no vendor -extensible fields.  

1.9   Standards Assignments  

This protocol makes no standards assignments.  
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2   Messages  

The following sections specify how Remote Desktop Protocol: Basic Connectivity and Graphics 
Remoting messages are transported and message syntax.  

2.1   Transport  

The Remote Desktop Protocol: Basic Connectivity and Graphics Remoting packets are encapsulated  

in TCP. The TCP packets MUST be encapsulated in version 4 of the IP protocol.  

There is no officially assigned TCP port for the Remote Desktop Protocol: Basic Connectivity and 
Graphics Remoting Specification, but protocol servers listen by default on TCP port 3389 for client 
requests.  

2.2   Message Syntax  

2.2.1   Normal Connection Sequence  

2.2.1.1   Client X.224 Connection Request PDU  

The X.224 Connection Request PDU is a Standard RDP Connection Sequence PDU sent from client to 

server during the Connection  Initiation phase (see section 1.3.1.1 ).  

0 1 2 3 4 5 6 7 8 9 

1 

0 1 2 3 4 5 6 7 8 9 

2 

0 1 2 3 4 5 6 7 8 9 

3 

0 1 

tpktHeader  

x224Crq  

...  routingToken (variable)  

...  

rdpNegData (optional)  

...  

 

tpktHeader (4 bytes):  A TPKT Header, as specified in [T123]  section 8.  

x224Crq (7 bytes):  An X.224 Class 0 Connection Request TPDU, as specified in [X224]  section 

13.3.  

routingToken (variable) :  Optional and variable - length routing token bytes used for load 
balancing terminated by a carriage - return (CR) and line - feed (LF) ANSI sequence. For more 
information, see [MSFT -SDLBTS] . The lengt h of the routing token and CR+LF sequence is 

included in the X.224 Connection Request Length Indicator  field.  

http://go.microsoft.com/fwlink/?LinkId=90541
http://go.microsoft.com/fwlink/?LinkId=90588
http://go.microsoft.com/fwlink/?LinkId=90204
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rdpNegData (8 bytes):  An optional RDP Negotiation Request (section 2.2.1.1.1)  structure. The 
length of this ne gotiation structure is included in the X.224 Connection Request Length 

Indicator  field.  

2.2.1.1.1   RDP Negotiation Request (RDP_NEG_REQ)  

The RDP Negotiation Request structure is used by a client to advertise the security protocols which it 

supports.  

0 1 2 3 4 5 6 7 8 9 

1 

0 1 2 3 4 5 6 7 8 9 

2 

0 1 2 3 4 5 6 7 8 9 

3 

0 1 

type  flags  length  

requestedProtocols  

 

type (1 byte):  An 8 -bit unsigned integer. Negotiation packet type. This field MUST be set to 
0x01 (TYPE_RDP_NEG_REQ) to indicate that the packet is a Negotiation Request.  

flags (1 byte):  An 8 -bit unsigned integer. Negotiation packet flags. There are currently no 
defined  flags so the field MUST be set to 0x00.  

length (2 bytes):  A 16 -bit unsigned integer. Indicates the packet size. This field MUST be set 

to 0x0008 (8 bytes).  

requestedProtocols (4 bytes):  A 32 -bit unsigned integer. Flags indicating the supported 
security protocols.  

Flag  Meaning  

PROTOCOL_RDP_FLAG 

0x00000000  

Legacy RDP encryption  

PROTOCOL_SSL_FLAG 

0x00000001  

TLS 1.0 (section 5.4.5.1)  

PROTOCOL_HYBRID_FLAG  

0x00000002  

CredSSP (section 5.4.5.2) . If this flag is set, then the 

PROTOCOL_SSL_FLAG (0x00000001) SHOULD also be set, as TLS 

(section 5.4.5.1) is a subset of CredSSP.  

2.2.1.2   Server X.224 Connection Confirm PDU  

The X.224 Connection Confirm PDU is a Standard RDP Connection Sequenc e PDU sent from server 
to client during the Connection Initiation phase (see section 1.3.1.1 ). It is sent as a response to the 

X.224 Connection Request PDU (section 2.2.1.1) . 
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tpktHeader  

x224Ccf  

...  rdpNegData (optional)  

...  

...    

 

tpktHeader (4 bytes):  A TPKT Header, as specified in [T123]  section 8.  

x224Ccf (7 bytes):  An X.224 Class 0 Connection Confirm TPDU, as specified in [X224]  section 

13.4.  

rdpNegData (8 bytes):  Optional RDP Negotiation Res ponse (section 2.2.1.2.1)  structure or an 
optional RDP Negotiation Failure (section 2.2.1.2.2)  structure. The length of the negotiation 
structure is included in the X.224 Connection Confirm Length Indicator  field.  

2.2.1.2.1   RDP Negotiation Response (RDP_NEG_RSP)  

The RDP Negotiation Response structure is used by a server to inform the client of the security 

protocol which it has selected to use for the connection.  
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type  flags  length  

selectedProtocol  

 

type (1 byte):  An 8 -bit unsigned integer. Negotiation packet type. This field MUST be set to 
0x02 (TYPE_RDP_NEG_RSP) to indicate that the packet is a Negotiation Response.  

flags (1 byte):  An 8 -bit unsigned integer. Negotiation packet flags. There are currently no 
defined flags so the field MUST be set to 0x00.  

length (2 bytes):  A 16 -bit unsigned integer. Indicates the packet size. This field MUST be set 
to 0x0008 (8 bytes)  

selectedProtocol  (4 bytes):  A 32 -bit unsigned integer. Field indicating the selected security 
protocol.  

Value  Meaning  

PROTOCOL_RDP Legacy RDP encryption  

http://go.microsoft.com/fwlink/?LinkId=90541
http://go.microsoft.com/fwlink/?LinkId=90588
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Value  Meaning  

0x00000000  

PROTOCOL_SSL 

0x00000001  

TLS 1.0 (section 5.4.5.1)  

PROTOCOL_HYBRID  

0x00000002  

CredSSP (section 5.4.5.2)  

2.2.1.2.2   RDP Negotiation Failure (RDP_NEG_FAILURE)  

The RDP Negotiation Failure  structure is used by a server to inform the client of a failure that has 

occurred while preparing security for the connection.  
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type  flags  length  

failureCode  

 

type (1 byte):  An 8 -bit unsigned integer. Negotiation packet type. This field MUST be set to 
0x03 (TYPE_RDP_NEG_FAILURE) to indicate that the packet is a Negotiation Failure.  

flags (1 byte):  An 8 -bit unsigned integer. Negotiation packet flags. There are currently no 

def ined flags so the field MUST be set to 0x00.  

length (2 bytes):  A 16 -bit unsigned integer. Indicates the packet size. This field MUST be set 
to 0x0008 (8 bytes).  

failureCode (4 bytes):  A 32 -bit unsigned integer. Field containing the failure code.  

Value  Me aning  

SSL_REQUIRED_BY_SERVER  

0x00000001  

The server requires that the client support Enhanced RDP 

Security (section 5.4)  with either TLS 1.0 (section 5.4.5.1)  or 

CredSSP (section 5.4.5.2) . If only CredSSP was requested then 

the server only supports TLS.  

SSL_NOT_ALLOWED_BY_SERVER  

0x00000002  

The server is configured to only use RDP Standard Security  

(section 5.3)  and does not support any External Security 

Protocols (section 5.4.5) . 

SSL_CERT_NOT_ON_SERVER  

0x00000003  

The server does not possess a valid server authentication 

certificate and cannot initialize the External Security P rotocol 

Provider (see section 5.4.5 ).  

INCONSISTENT_FLAGS  

0x00000004  

The list of requested security protocols is not consistent with 

the current security protocol in effect. This error is only possible 

when the Direct App roach (see sections 5.4.2.2  and 1.3.1.2 ) is 

used and an External Security Protocol (section 5.4.5) is 

already being used.  

HYBRID_REQUIRED_BY_SERVER  The server requires that the client support Enhanced RDP 
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Value  Me aning  

0x00000005  Security (section 5.4) with CredSSP (section 5.4.5.2).  

2.2.1.3   Client MCS Connect Initial PDU with GCC Conference Create Request  

The MCS Connect Initial PDU is a Standard RDP Connection Sequence PDU sent from client to se rver 

during the Basic Settings Exchange phase (see Section 1.3.1.1 ). It is sent after receiving the X.224 
Connection Confirm PDU . The MCS Connect Initial PDU encapsulates a GCC Conferenc e Create 

Request, which encapsulates concatenated blocks of settings data. A basic high - level overview of the 
nested structure for the Client MCS Connect Initial PDU is illustrated in Figure 2. Note that the order 
of the settings data blocks is allowed to vary from that shown in Figure 2 and the message syntax 

layout which follows. This is possible because each data block is identified by a User Data Header 
structure (see section 2.2.1.3.1 ).  
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tpktHeader  

x224Data  mcsCi (variable)  

...  

gccCCrq (variable)  

...  

clientCoreData  

...  

...  

...  

...  

...  

...  

...  

(clientCoreData cont'd for 46 rows)  
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clientSecurityData  

...  

...  

clientNetworkData (variable)  

...  

clientClusterData (optional)  

...  

...  

tpktHeader (4 bytes):  A TPKT Header, as specified in [T123]  section 8.  

x224Data (3 bytes):  An X.224 Class 0 Data TPDU, as specified in [X224]  section 13.7.  

mcsCi (variable):  Variable - length BER -encoded MCS Connect Initial PDU (using definite - length  
encoding) as described in [T125]  (the ASN.1 structure definition is detailed in [T125]  section 

7, part 2). The userData  field of the MCS Connect Initial PDU contains the GCC Conference 
Create Request data. The maximum allowed size of this user data is 1024 bytes, which implies 
that the combined size of the gccCCrq , clientCoreData , clientSecurity , 
clientNetworkData  and clientClusterData  fiel ds must be less than 1024 bytes.  

gccCCrq (variable):  Variable - length PER -encoded GCC Conference Create Request as described 

in [T124]  (the ASN.1 structure definition is detailed in [T124]  section 8.7) appended as user 
data to the MCS Connect Initial PDU (using the format described in [T124]  sections 9.5 and 

9.6). The userData  field of the GCC Conference Create Request contains concatenated client 
data blocks.  

clientCoreData (216 bytes):  Client Core Data (section 2.2.1.3.2)  structure.  

clientSecurityData (12 bytes):  Client Security Data (section 2.2.1.3.3)  structure.  

clientNetworkData (variable):  Optional and variable length Client Network Data (section 
2.2.1.3.4)  structure.  

clientClusterData (12 bytes):  Optional Client Cluster Data (section 2.2.1.3.5)  structure.  

2.2.1.3.1   User Data Header (TS_UD_HEADER)  

The TS_UD_HEADER precedes all data blocks in the client and server GCC user data.  

http://go.microsoft.com/fwlink/?LinkId=90541
http://go.microsoft.com/fwlink/?LinkId=90588
http://go.microsoft.com/fwlink/?LinkId=90543
http://go.microsoft.com/fwlink/?LinkId=90543
http://go.microsoft.com/fwlink/?LinkId=90542
http://go.microsoft.com/fwlink/?LinkId=90542
http://go.microsoft.com/fwlink/?LinkId=90542
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type  length  

 

type (2 bytes):  A 16 -bit unsigned integer. The type of the data block that this header precedes.  

Value  Meaning  

CS_CORE 

0xC001  

The data block that follows contains Client Core Data (section 2.2.1.3.2) . 

CS_SECURITY 

0xC002  

The data block that follows contains Client Security Data (section 2.2.1.3.3) . 

CS_NET 

0xC0 03  

The data block that follows contains Client Network Data (section 2.2.1.3.4) . 

CS_CLUSTER 

0xC004  

The data block that follows contains Client Cluster Data (section 2.2.1.3.5) . 

SC_CORE 

0x0C01  

The data block that follows contains Server Core Data (section 2.2.1.4.2) . 

SC_SECURITY 

0x0C02  

The data block that follows contains Server Security Data (section 2.2.1.4.3) . 

SC_NET 

0x0C03  

The data block that follows contains Server Network Data (section 2.2.1.4.4) . 

length (2 bytes):  A 16 -bit unsigned integer. The size in bytes of the data block, including this 

header.  

2.2.1.3.2   Client Cor e Data (TS_UD_CS_CORE)  

The TS_UD_CS_CORE data block contains core client connection - related information.  
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header  

version  

desktopWidth  desktopHeight  

colorDepth  SASSequence  

keyboardLayout  
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clientBuild  

clientName  

...  

...  

...  

...  

...  

...  

...  

keyboardType  

keyboardSubType  

keyboardFunctionKey  

imeFileName  

...  

...  

...  

...  

...  

...  

...  

(imeFileName cont'd for 8 rows)  
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postBeta2ColorDepth  clientProductId  

serialNumber (optional)  

highColorDepth (optional)  supportedColorDepths (optional)  

earlyCapabilityFlags (optional)  clientDigProductId (optional)  

...  

...  

...  

...  

...  

...  

...  

(clientDigProductId (optional) cont'd for 8 rows)  

...  pad2octets (optional)  

serverSelectedProtocol (optional)  

header (4 bytes):  GCC user data block header, as specified in section 2.2.1.3.1 . The User Data 

Header type  field MUST be set to CS_CORE (0xC001).  

version (4 bytes):  A 32 -bit unsigned integer. Client version number for the Remote Desktop 
Protocol (RDP). The major version number is stored in t he high 2 bytes, while the minor 

version number is stored in the low 2 bytes.  

Value  Meaning  

0x00080001  RDP 4.0 clients  

0x00080004  RDP 5.0, 5.1, 5.2 and 6.0 clients  

desktopWidth (2 bytes):  A 16 -bit unsigned integer. The requested desktop width in pixels (up 
to a maximum value of 4096 pixels).  

desktopHeight (2 bytes):  A 16 -bit unsigned integer. The requested desktop height in pixels 
(up to a maximum value of 2048 pixels).  
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colorDepth (2 bytes ):  A 16 -bit unsigned integer. The requested color depth. This field MUST 
be set to RNS_UD_COLOR_8BPP (0xCA01) for historical reasons.  

SASSequence (2 bytes):  A 16 -bit unsigned integer. Secure access sequence. This field 
SHOULD be set to RNS_UD_SAS_DEL (0x AA03).  

keyboardLayout (4 bytes):  A 32 -bit unsigned integer. Keyboard layout (active input locale 
identifier). For a list of possible input locales, see [MSDN -MUI] . 

clientBuild (4 bytes):  A 32 -bit  unsigned integer. Build number of the client.  

clientName (32 bytes):  Name of the client computer. This field contains up to 15 Unicode 
characters plus a null terminator.  

keyboardType (4 bytes):  A 32 -bit unsigned integer. Keyboard type.  

Value  Meaning  

1 IBM PC/XT or compatible (83 -key) keyboard  

2 Olivetti "ICO" (102 -key) keyboard  

3 IBM PC/AT (84 -key) and similar keyboards  

4 IBM enhanced (101 -  or 102 -key) keyboard  

5 Nokia 1050 and similar keyboards  

6 Nokia 9140 and similar keyboards  

7 Japanese keyboard  

keyboardSubType (4 bytes):  A 32 -bit unsigned integer. The keyboard subtype (an original 

equipment manufacturer -dependent value).  

keyboardFunctionKey (4 bytes):  A 32 -bit unsigned integer. The number of function keys on 
the keyboard.  

ime FileName (64 bytes):  A 64 -byte field. The Input Method Editor (IME) file name associated 
with the input locale. This field contains up to 31 Unicode characters plus a null terminator.  

postBeta2ColorDepth (2 bytes):  A 16 -bit unsigned integer. The requeste d color depth 
examined by RDP 4.0 and 5.0 version servers.  

Value  Meaning  

RNS_UD_COLOR_4BPP  

0xCA00  

4 bits -per -pixel  

RNS_UD_COLOR_8BPP  

0xCA01  

8 bits -per -pixel  

RNS_UD_COLOR_16BPP_555  

0xCA02  

15 -bit 555 red, green, blue (RGB) mask (5 bits for red, 5 bits for 

green, and 5 bits for blue)  

RNS_UD_COLOR_16BPP_565  

0xCA03  

16 -bit 565 RGB mask (5 bits for red, 6 bits for green, and 5 bits for 

blue)  

http://go.microsoft.com/fwlink/?LinkId=90048
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Value  Meaning  

RNS_UD_COLOR_24BPP  

0xCA04  

24 -bit RGB mask (8 bits for  red, 8 bits for green, and 8 bits for 

blue)  

If the highColorDepth  field is being used and the required color depth is greater than or 
equal to 8 bits -per -pixel, then this field MUST be set to RNS_UD_COLOR_8BPP (0xCA01).  

clientProductId (2 bytes):  A 16 -bit unsigned integer. The client product ID. This field SHOULD 
be initialized to 1.  

serialNumber (4 bytes):  A 32 -bit unsigned integer. Serial number. This field SHOULD be 
initialized to 0. If this field is not present, then none of the subsequent fields MU ST be present.  

highColorDepth (2 bytes):  A 16 -bit unsigned integer. The requested color depth examined by 
RDP 5.1, 5.2, and 6.0 servers.  

Value  Meaning  

4 4 bits -per -pixel  

8 8 bits -per -pixel  

15  15 -bit 555 red, green, blue (RGB) mask (5 bits for red, 5 bits for green, and 5 bits for 

blue)  

16  16 -bit 565 RGB mask (5 bits for red, 6 bits for green, and 5 bits for blue)  

24  24 -bit RGB mask (8 bits for red, 8 bits for green, and 8 bits for blue)  

If this field is present, then all of the preceding fields MUST also be present. If this field is not 

present, then none of the subsequent fields MUST be present.  

supportedColorDepths (2 bytes):  A 16 -bit unsigned integer. Specifies the high color depths 

that the client is capable of supporting (examined by RDP 5.1 and later servers).  

Flag  Meaning  

RNS_UD_24BPP_SUPPORT  

0x0001  

24 -bit RGB mask (8 bits for red, 8 bits for green, and 8 bits for blue)  

RNS_UD_16BPP_SUPPORT  

0x0002  

16 -bit 565 RGB mask (5 bits for red, 6 bits for green, and 5 bits for 

blue)  

RNS_UD_15BPP_SUPPORT  

0x0004  

15 -bit 555 red, green, blue (RGB) mask (5 bits for red, 5 bits for 

green, and 5 bits for blue)  

 

RNS_UD_32BPP_SUPPORT  

0x000 8 

 32 -bit RGB mask (8 bits for the alpha channel, 8 bits for red, 8 bits 

for green, and 8 bits for blue)  

If this field is present, then all of the preceding fields MUST also be present. If this field is not 

present, then none of the subsequent fields MUST be present.  

earlyCapabilityFlags (2 bytes):  A 16 -bit unsigned integer. It specifies capabilities early i n the 
connection sequence.  
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Flag  Meaning  

RNS_UD_CS_SUPPORT_ERRINFO_PDU  

0x0001  

Client can support the Set Error Info PDU (section 

2.2.5.1)  from the server.  

 RNS_UD_CS_WANT_32BPP_SESSION  

0x0002  

 Indicates that the client i s requesting a session color 

depth of 32 bits -per -pixel. This flag is necessary as 

the highColorDepth  field does not support a value 

of 32. If this flag is set, the highColorDepth  field 

SHOULD be set to 24 to provide an acceptable 

fallback for the scenario  where the server does not 

support 32 bpp color.  

 

RNS_UD_CS_STRONG_ASYMMETRIC_KEYS  

0x0008  

 Indicates that the client supports asymmetric keys 

larger than 512 -bits for use with the Server 

Certificate (see Section 2.2.1.4. 3.1 ) sent in the 

Server Security Data block (see section 2.2.1.4.3 ).  

If this field is present, then all of the preceding fields MUST also be present. If this field is not 
present, then none of the subsequent fields MUST be present.  

clientDigProductId (64 bytes):  Contains a value which uniquely identifies the client. If thi s 
field is present, then all of the preceding fields MUST also be present. If this field is not 
present, then none of the subsequent fields MUST be present.  

pad2octets (2 bytes):  A 16 -bit unsigned integer. Padding to align the 

serverSelectedProtocol  field  on the correct byte boundary. If this field is present, then all of 
the preceding fields MUST also be present. If this field is not present, then none of the 
subsequent fields MUST be present.  

serverSelectedProtocol (4 bytes):  A 32 -bit unsigned integer. It contains the value returned 
by the server in the selectedProtocol  field of the RDP Negotiation Response (section 
2.2.1.2.1)  structure. In the event that an RDP Negotiation Response structure was not sent, 

this field MU ST be initialized to PROTOCOL_RDP (0). If this field is present, then all of the 

preceding fields MUST also be present.  

2.2.1.3.3   Client Security Data (TS_UD_CS_SEC)  

The TS_UD_CS_SEC data block contains security - related information used to advertise clie nt 
cryptographic support. This information is only relevant when Standard RDP Security (section 5.3)  is 
in effect, as opposed to Enhanced RDP Security (section 5.4) ). See section 3 (in particular, section 

5.3.2 ) for a detailed discussion of how this information is used.  
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header  

encryptionMethods  

extEncryptionMethods  

 

header (4 bytes):  GCC user data block header as described in User Data Header (section 
2.2.1.3.1) . The User Data Header type  field MUST be set to CS_SECURITY (0xC002).  

encryptionMethods (4 bytes):  A 32 -bit unsigned integer. Cryptographic methods supported 
by the client and used in conjunction with Standard RDP Security (see section 5.3.2 ).  

Value  Meaning  

40BIT_ENCRYPTION_FLAG  

0x00000001  

40 -bit session keys should be used to encrypt data (with RC4) and 

generate message authentication codes (MAC).  

128BIT_ENCRYPTION_FLAG  

0x00000002  

128 -bit session keys should be used to encrypt data (with RC4) and 

generate MACs.  

56BIT_ENCRYPTION_FLAG  

0x00000008  

56 -bit session keys should be used to encrypt data (with RC4) and 

generate MACs.  

FIPS_ENCRYPTION_FLAG  

0x00000010  

All encryption and message  authentication code generation routines 

should be FIPS 140 -1 compliant.  

extEncryptionMethods (4 bytes):  A 32 -bit unsigned integer. This field is used exclusively for 
the French locale. In French locale clients, encryptionMethods  MUST be set to 0 and 

ex tEncryptionMethods  MUST be set to the value to which encryptionMethods  would have 
been set. For non -French locale clients, this field MUST be set to 0.  

2.2.1.3.4   Client Network Data (TS_UD_CS_NET)  

The TS_UD_CS_NET packet contains a list of requested virt ual channels.  
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header  

channelCount  

channelDefArray (variable)  

...  

 

header (4 bytes):  A 32 -bit unsigned integer. GCC user data block header, as specified in User 
Data Header (section 2.2.1.3.1) . The User Data Header type  field MUST be set to CS_NET 

(0xC003).  

channelCount (4 bytes):  A 32 -bit unsigned integer. The number of requested static virtual 
channels (the maximum allowed is 30).  

channelDefArray (variable ):  A variable length array containing the information for requested 

static virtual channels encapsulated in CHANNEL_DEF (section 2.2.1.3.4.1)  structures. The 
number of CHANNEL_DEF structures which follows is given by the  channelCount  field.  

2.2.1.3.4.1   Channel Definition Structure (CHANNEL_DEF)  

The CHANNEL_DEF packet contains information for a particular static virtual channel.  
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name  

...  

options  

 

name (8 bytes):  An 8 -byte array containing a unique 7 -character ANSI channel name and a 

null terminator.  

options (4 bytes):  A 32 -bit unsigned integer. Channel option flags.  

Flag  Meaning  

INITIALIZED  

0x80000000  

Absence of this flag indicates that this channel is a placeholder 

and that the server should not actually set it up.  

ENCRYPT_RDP 

0x40000000  

Channel data should be encryp ted in the same way as RDP 

input and output data.  

ENCRYPT_SC Server - to -client data should be encrypted. This flag is ignored if 
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Flag  Meaning  

0x20000000  ENCRYPT_RDP is set.  

ENCRYPT_CS 

0x10000000  

Client - to -server data should be encrypted. This flag is ignored if 

ENCRYPT_RDP is set.  

PRI_HIGH  

0x08000000  

Channel data should be sent with high MCS priority.  

PRI_MED  

0x04000000  

Channel data should be sent with medium MCS priority.  

PRI_LOW  

0x02000000  

Channel data should be sent with low MCS priority.  

COMPRESS_RDP 

0x00800000  

Virtual channel data should be compressed if RDP data is being 

compressed.  

COMPRESS 

0x00400000  

Virtual channel data should be compressed, regardless of RDP 

compression.  

SHOW_PROTOCOL 

0x00200000  

Server virtual channel add - ins should be shown the full vir tual 

channel packet header on receipt of data. If this option is not 

set, the server add - ins receive only the data stream without 

headers.  

REMOTE_CONTROL_PERSISTENT  

0x00100000  

Channel is persistent across remote control transactions.  

2.2.1.3.5   Client C luster Data (TS_UD_CS_CLUSTER)  

The TS_UD_CS_CLUSTER data block is sent by the client to the server either to advertise that it can 
support the Server Redirection PDU (see [MS_RDPEGDI]  section 2.2.3.1) or to request a connection 
to a given session identifier.  
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header  

Flags  

RedirectedSessionID  

 

header (4 bytes):  GCC user data block header, as specified in User Data Header (section 

2.2.1.3.1) . The User Data Header type  field MUST be set to CS_CLUSTER (0xC004).  

Flags (4 bytes):  A 32 -bit unsigned integer. Cluster information flags.  

Flag  Meaning  

REDIRECTION_SUPPORTED  

0x00000001  

The client can receive server session redirection packets. 

If this flag i s set, the 

%5bMS-RDPEGDI%5d.pdf
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Flag  Meaning  

ServerSessionRedirectionVersionMask will contain the 

server session redirection version that the client 

supports.  

ServerSessionRedirectionVersionMask  

0x0000003C  

The server session redirection version that the client 

supports. See the discussion  which follows this table for 

more information.  

REDIRECTED_SESSIONID_FIELD_VALID  

0x00000002  

The RedirectedSessionID  field contains a valid session 

identifier to which the client wants to connect.  

REDIRECTED_SMARTCARD  

0x00000040  

The client logged on with a smart card.  

The ServerSessionRedirectionVersionMask is a 4 -bit enumerated value containing the server 

session redirection version supported by the client. Only one version can be supported; the 
version values cannot be combined . Possible version values are:  

Value  Meaning  

REDIRECTION_VERSION3  

0x08  

If REDIRECTION_SUPPORTED is set, server session redirection version 

3 is supported by the client.  

REDIRECTION_VERSION4  

0x0C  

If REDIRECTION_SUPPORTED is set, server session redirection  version 

4 is supported by the client.  

RedirectedSessionID (4 bytes):  A 32 -bit unsigned integer. If the 
REDIRECTED_SESSIONID_FIELD_VALID flag is set in the Flags  field, then the 
RedirectedSessionID  field contains a valid session identifier to which the c lient wants to 

connect.  

2.2.1.4   Server MCS Connect Response PDU with GCC Conference Create Response  

The MCS Connect Response PDU is a Standard RDP Connection Sequence PDU sent from server to 
client during the Basic Settings Exchange phase (see section 1.3.1.1 ). It is sent as a response to the 
MCS Connect Initial PDU . The MCS Connect Response PDU encapsulates a GCC Conference Create 

Response, which encapsulates concatenated blocks of set tings data. A basic high - level overview of 
the nested structure for the Server MCS Connect Response PDU is illustrated in Figure 2. Note that 
the order of the settings data blocks is allowed to vary from that shown in Figure 2 and the message 
syntax layout  that follows. This is possible because each data block is identified by a User Data 

Header structure (see section 2.2.1.4.1 ).  
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tpktHeader  

x224Data  mcsCrsp (variable)  

...  

gccCCrsp (variable)  

...  

serverCoreData  

...  

...  

serverSecurityData (variable)  

...  

serverNetworkData (variable)  

...  

 

tpktHeader (4 bytes):  A TPKT Header, as specified in [T123]  section 8.  

x224Data (3 bytes):  An X.224 Class 0 Data TPDU, as specified in [ X224]  section 13.7.  

mcsCrsp (variable):  Variable - length BER -encoded MCS Connect Response PDU (using definite -
length encoding) as specified in [T125]  (the ASN.1 structure definition is given in [T125]  
section 7, part 2). The userData  field of the MCS Connect Response PDU contains the GCC 
Conference Create Response data.  

gccCCrsp (variable):  Variable - length PER -encoded GCC Conference Create Request PDU as 
described in [T124]  (the ASN.1 structure definition is specified in [T124]  section 8.7) 
appended as user data to the MCS Co nnect Initial PDU (using the format specified in [T124]  

sections 9.5 and 9.6). The userData  field of the GCC Conference Create Response contains 
concatenated server data blocks.  

serverCoreData (12 bytes):  Server Core Data (section 2.2.1.4.2)  structure.  

serverSecurityData (variable):  Variable - length Server Security Data (section 2.2.1.4.3)  
structure.  

http://go.microsoft.com/fwlink/?LinkId=90541
http://go.microsoft.com/fwlink/?LinkId=90588
http://go.microsoft.com/fwlink/?LinkId=90543
http://go.microsoft.com/fwlink/?LinkId=90543
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serverNetw orkData (variable):  Variable - length Server Network Data (section 2.2.1.4.4)  
structure.  

2.2.1.4.1   User Data Header (TS_UD_HEADER)  

See section 2.2.1.3.1  for a description of the User Da ta Header.  

2.2.1.4.2   Server Core Data (TS_UD_SC_CORE)  

The TS_UD_SC_CORE data block contains core server connection - related information.  
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header  

version  
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header (4 bytes):  GCC user data block header, as specified in User Data Header (section 

2.2.1.3.1) . The User Data Header  type  field MUST be set to SC_CORE (0x0C01).  

version (4 bytes):  A 32 -bit unsigned integer. The server version number for the Remote 
Desktop Protocol (RDP). The major version number is stored in the high 2 bytes, while the 

minor version number is stored in the low 2 bytes.  

Value  Meaning  

0x00080001  RDP 4.0 clients  

0x00080004  RDP 5.0, 5.1, 5.2 and 6.0 clients  

clientRequestedProtocols (4 bytes):  A 32 -bit unsigned integer. Contains the flags sent by 
the client in the requestedProtocols  field of the RDP Negotiation Request (section 2.2.1.1.1)  

structure. In the event that an RDP Negotiation Request structure was not sent, this field 
MUST be initialized to PROTOCOL_RDP (0).  

2.2.1.4.3   S erver Security Data (TS_UD_SC_SEC1)  

The TS_UD_SC_SEC1 data block returns negotiated security - related information to the client. See 
section 3 (in particular section 5.3.2 ) for a detailed  discussion of how this information is used.  
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encryptionMethod  

encryptionLevel  

serverRandomLen  

serverCertLen  

serverRandom (variable)  

...  

serverCertificate (variable)  

...  

 

header (4 bytes):  GCC user data block header, as specified in User Data Header (section 
2.2.1.3.1) . The User Data Header type  field MUST be set to SC_SECURITY (0x0C02).  

encryptionMethod (4 bytes):  A 32 -bit unsigned integer. The selected c ryptographic method to 
use for the session. When Enhanced RDP Security (section 5.4)  is being used, this field MUST 
be set to ENCRYPTION_METHOD_NONE (0).  

Value  Meaning  

ENCRYPTION_METHOD_NONE  

0x00000000  

No encryption and message authentication codes will be used.  

ENCRYPTION_METHOD_40BIT  

0x00000001  

40 -bit session keys will be used to encrypt data (with RC4) and 

generate message authentication codes (MAC).  

ENCRYPTION_METHOD_128BIT  

0x00000002  

128 -bit session keys will be used to encrypt data (with RC4) and 

generate MACs.  

ENCRYPTION_METHOD_56BIT  

0x00000008  

56 -bit session keys will be used to encrypt data (with RC4) and 

generate MACs.  

ENCRYPTION_METHOD_FIPS  

0x00000010  

All encryption and message authentication code generation 

routines will be FIPS 140 -1 compliant.  

encryptionLevel (4 bytes):  A 32 -bit unsigned integer. It describes the encryption behavior to 
use for the session. When Enhanced RDP Security (section 5.4) is being used, this field MUST 

be set to ENCRYPTION_LEVEL_NONE (0).  
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Name  Value  

ENCRYPTION_LEVEL_NONE  0x00000000  

ENCRYPTION_LEVEL_LOW  0x00000001  

ENCRYPTION_LEVEL_CLIENT_COMPATIBLE  0x00000002  

ENCRYPTION_LEVEL_HIGH  0x00000003  

ENCRYPTION_LEVEL_FIPS  0x00000004  

See section 5.3.1  for a description of each of the low, client -compatible, high and FIPS 

encryption levels.  

serverRandomLen (4 bytes):  A 32 -bit unsigned integer. The size in bytes of the 
serverRandom  field. This field MUST be set to 32 bytes.  

serverCertLen (4 bytes):  A 32 -bit unsigned integer. The size in bytes of the 
serverCertificate  field.  

serverRandom (variable):  The variable - length server random value used to derive session 
keys (see sections 5.3.4  and 5.3.5 ). The length in bytes is given by the serverRandomLen  

field.  

serverCertificate (variable):  The variable - length certificate containing the server's public key 
information.  The length in bytes is given by the serverCertLen  field.  

2.2.1.4.3.1   Server Certificate (SERVER_CERTIFICATE)  

The SERVER_CERTIFICATE structure describes the generic server certificate structure to which all 
server certificates present in the Server Security Data (section 2.2.1.4.3)  conform.  
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dwVersion  

certData (variable)  

...  

 

dwVersion (4 bytes):  32 -bit unsigned integer. The certificate version.  

Value  Meaning  

CERT_CHAIN_VERSION_1  

0x00000001  

The certificate contained in the certData  field is a Server Proprietary 

Certificate (see section 2.2.1.4.3.1.1 ).  

CERT_CHAIN_VERSION_2  

0x00000002  

The certificate contained in the certData  field is an X.509 Certificate 

(see section 5.3.3.2 ).  
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certData (variable):  Certificate data. The format of this certificate data is determined by the 
dwVersion  field.  

2.2.1.4.3.1.1   Server Proprietary Certificate (PROP RIETARYSERVERCERTIFICATE)  

The PROPRIETARYSERVERCERTIFICATE structure describes a signed certificate containing the 
server's public key and conforming to the structure of a Server Certificate (section 2.2.1.4.3.1) . For 

a detailed description of Proprietary Certificates, see section 5.3.3.1 . 
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dwVersion  

dwSigAlgId  

dwKeyAlgId  

wPublicKeyBlobType  wPublicKeyBlobLen  

PublicKeyBlob (variable)  

...  

wSignatureBlobType  wSignatureBlobLen  

SignatureBlob (variable)  

...  

 

dwVersion (4 bytes):  A 32 -bit unsigned integer. The certificate version number. This field 
MUST be set to CERT_CHAIN_VERSION_1 (0x00000001).  

dwSigAlgId (4 bytes):  A 32 -bit unsigned integer. The signature algorithm identifier. This field 
MUST be set to SI GNATURE_ALG_RSA (0x00000001).  

dwKeyAlgId (4 bytes):  A 32 -bit unsigned integer. The key algorithm identifier. This field MUST 

be set to KEY_EXCHANGE_ALG_RSA (0x00000001).  

wPublicKeyBlobType (2 bytes):  A 16 -bit unsigned integer. The type of data in the 
Pub licKeyBlob  field. This field MUST be set to BB_RSA_KEY_BLOB (0x0006).  

wPublicKeyBlobLen (2 bytes):  A 16 -bit unsigned integer. The size in bytes of the 

PublicKeyBlob  field.  

PublicKeyBlob (variable):  Variable - length server public key bytes, formatted using  the RSA 
Public Key (section 2.2.1.4.3.1.1.1)  structure. The length in bytes is given by the 

wPublicKeyBlobLen  field.  
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wSignatureBlobType (2 bytes):  A 16 -bit unsigned integer. The type of data in the 
SignatureKeyBlob  fiel d. This field is set to BB_RSA_SIGNATURE_BLOB (0x0008)  

wSignatureBlobLen (2 bytes):  A 16 -bit unsigned integer. The size in bytes of the 
SignatureKeyBlob  field.  

SignatureBlob (variable):  Variable - length signature of the certificate created with the 
Termin al Services Signing Key (see sections 5.3.3.1.1  and 5.3.3.1.2 ). The length in bytes is 

given by the wSignatureBlobLen  field.  

2.2.1.4.3.1.1.1   RSA Public Key (RSA_PUBLIC_KEY)  

The structu re used to describe a public key in a proprietary certificate.  
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magic  

keylen  

bitlen  

datalen  

pubExp  

modulus (variable)  

...  

 

magic (4 bytes):  A 32 -bit unsigned integer. The sentinel value. This field MUST be set to 
0x31415352 ("RSA1" in ANSI when the bytes are arranged in little -endian order).  

keylen (4 bytes):  A 32 -bit unsigned integer. The size in bytes of the public key modulus.  

bitlen (4 bytes):  A 32 -bit unsigned integer. The number of bits in the public key modulus.  

datalen (4 bytes):  A 32 -bit unsigned integer. The maximum number of bytes that can be 
encoded using the public key.  

pubExp (4 bytes):  A 32 -bit unsigned integer. T he public exponent of the public key.  

modulus (variable):  Variable - length modulus of the public key. The length in bytes is given by 
the keylen  field.  

2.2.1.4.4   Server Network Data (TS_UD_SC_NET)  

The TS_UD_SC_NET data block is a reply to the static virt ual channel list presented in the Client 

Network Data (section 2.2.1.3.4)  structure.  
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header  

MCSChannelId  channelCount  

channelIdArray (variable)  

...  

Pad (optional)    

 

header (4 bytes):  A GCC user data block header, as specified in section User Data Header 
(section 2.2.1.3.1) . The User Data Header type  field MUST be set to SC_NET (0x0C03).  

MCSChannelId (2 bytes):  16 -bit unsigned integer. The MCS channel identifier which the client 
should join to receive disp lay data and send client input (I/O channel).  

channelCount (2 bytes):  16 -bit unsigned integer. The number of 16 -bit unsigned integer MCS 
channel IDs in the channelIdArray  field.  

channelIdArray (variable):  Variable - length array of unsigned short MCS chann el IDs which 
have been allocated (the number is given by the channelCount  field). Each MCS channel ID 
corresponds in position to the channels requested in the Client Network Data structure. A 

channel value of 0 indicates that the channel was not allocated.  

Pad (2 bytes):  16 -bit unsigned integer. Optional padding. Values in this field are ignored. The 
size in bytes of the Server Network Data structure MUST be a multiple of 4. If the 

channelCount  field contains an odd value, then the size of the channelIdArr ay  (and by 

implication the entire Server Network Data structure) will not be a multiple of 4. In this 
scenario, the Pad  field MUST be present and it is used to add an additional 2 bytes to the size 
of the Server Network Data structure. If the channelCount  field contains an even value, then 

the Pad  field is not required and MUST not be present.  

2.2.1.5   Client MCS Erect Domain Request PDU  

The MCS Erect Domain Request PDU  is a Standard RDP Connection Sequence PDU sent from client 
to server during the Channel Connection phase (see section 1.3.1.1 ). It is sent after receiving the 
MCS Connect Response PDU ( section 2.2.1.4) . 



48  /  347  

[MS -RDPBCGR] ï v20080207  

Remote Desktop Protocol: Basic Connectivity a nd Graphics Remoting Specification  

Copyright © 2008 Microsoft Corporation.  

Release: Thursday, February 7, 2008  

0 1 2 3 4 5 6 7 8 9 

1 

0 1 2 3 4 5 6 7 8 9 

2 

0 1 2 3 4 5 6 7 8 9 

3 

0 1 
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x224Data  mcsEDrq  

...  

 

tpktHeader (4 bytes):  A TPKT Header, as specified in [T123]  section 8.  

x224Data (3 bytes):  An X.224 Class 0 Data TPDU, as specified in [X224]  section 13.7.  

mcsEDrq (5 bytes):  PER-encoded MCS Erect Domain Request PDU, as specified in [T125]  (the 
ASN.1 structure definition is given in [T125]  section 7, part 3).  

2.2.1.6   Client MCS Attach User Request PDU  

The MCS Attach User Request PDU  is a Standard RDP Connection Sequence PDU sent from client to 
server during the Channel Connection phase (see section 1.3.1.1 ) to request a user channel ID. It is 
sent after transmitting the MCS Erect Domain Request PDU (section 2.2.1.5) . 
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tpktHeader (4 bytes):  A TPKT Header, as specified in [T123]  section 8.  

x224Data (3 bytes):  An X.224 Class 0 Data TPDU, as specified in [X224]  section 13.7.  

mcsAUrq (1 byte):  PER-encoded MCS Attach User Request PDU, as specified in [T125]  (the 

ASN.1 structure definition is given in [T125]  section 7, part 5).  

2.2.1.7   Server MCS Attach User Confirm PDU  

The MCS Attach User Confirm PDU is a Standard RDP Connection Sequence P DU sent from server to 

client during the Channel Connection phase (see section 1.3.1.1 ). It is sent as a response to the 
MCS Attach User Request PDU (section 2.2.1.6) . 

http://go.microsoft.com/fwlink/?LinkId=90541
http://go.microsoft.com/fwlink/?LinkId=90588
http://go.microsoft.com/fwlink/?LinkId=90543
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x224Data  mcsAUcf  
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tpktHeader (4 bytes):  A TPKT Header, as specified in [T123]  section 8.  

x224Data (3 bytes):  An X.224 Class 0 Data TPDU, as specified in section [X224]  13.7.  

mcsAUcf (4 bytes):  PER-encoded MCS Attach User Confirm PDU, as specified in [T125]  (the 
ASN.1 structure definition is given in [T125]  section 7, part 5).  

2.2.1.8   Client MCS Channel Join Request PDU  

The MCS Channel Join Request PDU  is a Standard RDP Connection Sequence PDU sent from client to 
server during the Channel Connection phase (see section 1.3.1.1 ). It is sent after receiving the MCS 
Attach User Confirm PD U (section 2.2.1.7) . The client uses the MCS Channel Join Request PDU to 

join the user channel obtained from the Attach User Confirm PDU, the I/O channel and all of the 
static virtual channels obtained from the Server Net work Data (section 2.2.1.4.4)  structure.  
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tpktHeader (4 bytes):  A TPKT Header, as specified in [T123]  section 8.  

x224Data (3 bytes):  An X.224 Class 0 Data TPDU, as specified in [X224]  section 13.7.  

mcsCJrq (5 bytes):  PER-encoded MCS Channel Join Request PDU as specified in [T125]  (the 
ASN.1 structure definition is given in [T125]  section 7, part 6).  

2.2.1.9   Client MCS Channel Join Confirm PDU  

 The MCS Channel Join Confirm PDU  is a Standard RDP Connection Sequence PDU sent from server 
to client during the Channel Connection phase (see section 1.3.1.1 ). It is sent as a response to the 

MCS Channel Join Request PDU (section 2.2.1.8) .  
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x224Data  mcsCJcf  

...  
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tpktHeader (4 bytes):  A TPKT Header, as specified in [T123]  section 8.  

x224Data (3 bytes):  An X.224 Class 0 Data TPDU, as specified in [X224]  section 13.7.  

mcsCJcf (8 bytes):  PER-encoded MCS Channel Join Confirm PDU, as specified in [T125]  (the 
ASN.1 structure definition is given in [T125]  section 7, part 6).  

2.2.1.10   Client Security Exchange PDU  

 The Security Exchange PDU is a Standard RDP Connecti on Sequence PDU sent from client to server 
during the RDP Security Commencement phase (see section 1.3.1.1 ). It MAY be sent after receiving 
all requested MCS Channel Join Confirm PDUs (s ection 2.2.1.9) .  
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tpktHeader  

x224Data  mcsSDrq (variable)  

...  

securityExchangePduData (variable)  

...  

 

tpktHeader (4 bytes):  A TPKT Header, as specified in [T123]  section 8.  

x224Data (3 bytes):  An X.224 Class 0 Data TPDU, as specified in [X224]  section 13.7.  

mcsSDrq (variable):  Variable - length PER -encoded MCS Send Data Request PDU, as specified 

in [T125]  (the ASN.1 structure definition is given in [T125]  section 7 , part 7). The userData  
field of the MCS Send Data Request PDU contains the Security Exchange PDU data.  

securityExchangePduData (variable):  The actual contents of the Security Exchange PDU , as 
specified in section 2.2.1.10.1 . 
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2.2.1.10.1   Security Exchange PDU Data (TS_SECURITY_PACKET)  

 The TS_SECURITY_PACKET structure contains the encrypted client random value which is used 
together with the server random (see section 2.2.1.4.3 ) to derive session keys to secure the 
connection (see sections 5.3.4  and 5.3.5 ).  
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basicSecurityHeader  

length  

encryptedClientRandom (variable)  

...  

 

basicSecurityHeader (4 bytes):  TS_SECURITY_HEADER  (4 bytes). The basic security header, 

as specified in section 2.2.8.1.1.2.1 . The flags  field of the security header MUST contain the 
SEC_EXCHANGE_PKT flag (0x0001).  

length (4 bytes):  32 -bit unsigned integer. The size in  bytes of the buffer containing the 

encrypted client random value, not including the header length.  

encryptedClientRandom (variable):  The client random value encrypted with the public key of 
the server (see section 5.3.4 ).  

2.2.1.11   Client Info PDU  

 The Client Info PDU is a Standard RDP Connection Sequence PDU sent from client to server during 

the Secure Settings Exchange phase (see section 1.3.1.1 ). It is sent after transmitting a Security 

Exchange PDU (section 2.2.1.10)  or, if the Security Exchange PDU was not sent, it is transmitted 
after receiving all requested MCS Channel Join Confirm PDUs (section 2.2.1.9) .  
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...  

clientInfoPduData (variable)  

...  

 

tpktHeader (4 bytes):  A TPKT Header, as specified in [T123]  section 8.  

http://go.microsoft.com/fwlink/?LinkId=90541
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x224Data (3 bytes):  An X.224 Class 0 Data TPDU, as specified in [X224]  section 13.7.  

mcsSDrq (variable):  Variable length PER -encoded MCS Send Data Request PDU, as specified in 

[T125]  (the ASN.1 structure definition is given in [T125]  section 7 , part 7). The userData  
field of the MCS Send Data Request PDU contains the Client Info PDU data.  

clientInfoPduData (variable):  The actual contents of the Client Info PDU , as specified in 
section 2.2.1.11.1 . 

2.2.1.11.1   Client Info PDU Data (CLIENT_INFO_PDU)  

The CLIENT_INFO_PDU structure serves as a wrapper for a Security Header (section 2.2.8.1.1.2)  

and the actual client information contained in a TS_INFO_PACKET (section 2.2.1.11.1.1)  structure.  
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securityHeader (variable)  

...  

infoPacket (variable)  

...  

 

securityHeader (variable):  The security header. This field will contain one of the following 
headers:  

Á Basic Security Header (section 2.2.8.1.1.2.1)  if the Encryption Level selected by the server 
(see sections 5.3.2  and 2.2.1.4.3 ) is ENCRYPTION_LEVEL_NONE (0).  

Á Non -FIPS Security Header (section 2.2.8.1.1.2.2)  if the Encryption Level selected by the 
server (see sections 5.3.2  and 2.2.1.4.3 ) is ENCRYPTION_L EVEL_LOW (1), 

ENCRYPTION_LEVEL_CLIENT_COMPATIBLE (2) or ENCRYPTION_LEVEL_HIGH (3).  

Á FIPS Security Header (section 2.2.8.1.1.2.3)  if the Encryption Level selected by the server 
(see sections 5.3.2  and 2.2.1.4.3 ) is ENCRYPTION_LEVEL_FIPS (4).  

The flags  field of the security header MUST contain the SEC_INFO_PKT flag (see section 
2.2.8.1.1.2.1 ).  

infoPacket (variable):  Clien t information, as specified in TS_INFO_PACKET.  

2.2.1.11.1.1   Info Packet (TS_INFO_PACKET)  

 The TS_INFO_PACKET structure contains extra information not passed to the server during the 
Basic Settings Exchange phase (see section 1.3.1.1 ) of the Standard RDP Connection Sequence, 

primarily to ensure that it gets encrypted (as auto - logon password data and other sensitive 
information is passed here).  

http://go.microsoft.com/fwlink/?LinkId=90588
http://go.microsoft.com/fwlink/?LinkId=90543
http://go.microsoft.com/fwlink/?LinkId=90543
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CodePage  

flags  

cbDomain  cbUserName  

cbPassword  cbAlternateShell  

cbWorkingDir  Domain (variable)  

...  

UserName (variable)  

...  

Password (variable)  

...  

AlternateShell (variable)  

...  

WorkingDir (variable)  

...  

extraInfo (variable)  

...  

CodePage (4 bytes):  A 32 -bit unsigned integer. This field contains the ANSI codepage 
descriptor being used by the client (for a list of code pages, see [MSDN -CP]). However, if the 

Info Packet is in Unicode (the INFO_UNICODE flag is set), then the CodePage  field is 
overridden to contain the active input locale identifier in the low word (for a list of possible 
inp ut locales, see [MSDN -MUI] ).  

flags (4 bytes):  A 32 -bit unsigned integer. Option flags.  

http://go.microsoft.com/fwlink/?LinkId=89981
http://go.microsoft.com/fwlink/?LinkId=90048
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Flag  Meaning  

INFO_MOUSE  

0x00000001  

Indicates that the client machine has a mouse attached.  

INFO_DISABLECTRLALTDEL  

0x00000002  

Indicates that the CTRL+ALT+DEL (or the equivalent) secure 

access keyboard sequence is not required at the logon 

prompt.  

INFO_AUTOLOGON  

0x00000008  

The client requests auto logon using the included user name, 

password and domain.  

INFO_UNICODE  

0x00000010  

Indicates that the character set for strings in the Info Packet 

is Unicode. If this flag is absent, the character set is ANSI. 

The presence of this flag affects the meaning of the 

CodePage  field in the Info Packet structure . 

INFO_MAXIMIZESHELL  

0x00000020  

Specifies whether the alternate shell (specified in the 

AlternateShell  field of the Info Packet structure) should be 

started in a maximized state.  

INFO_LOGONNOTIFY  

0x00000040  

Indicates that the client wants to be informed of the user 

name and domain used to log on to the server, as well as the 

ID of the session to which the user connected. The Save 

Session Info PDU (section 2.2.10.1)  is sent f rom the server to 

notify the client of this information using a Logon Info Version 

1 (section 2.2.10.1.1.1)  or Logon Info Version 2 (section 

2.2.10.1.1.2)  structure.  

INFO_COMPRESSION  

0x 00000080  

Indicates that the CompressionTypeMask is valid and 

contains the highest compression package type supported by 

the client.  

CompressionTypeMask  

0x00001E00  

Indicates the highest compression package type supported. 

See the discussion which follows t his table for more 

information.  

INFO_ENABLEWINDOWSKEY  

0x00000100  

Indicates that the client uses the Windows key on Windows -

compatible keyboards.  

INFO_REMOTECONSOLEAUDIO  

0x00002000  

Requests that any audio played in a remote session be played 

on the remote computer (see [MS -RDPEA] ).  

INFO_FORCE_ENCRYPTED_CS_PDU  

0x00004000  

Indicates that the client will only send encrypted packets to 

the server if encrypti on is in force. Setting this flag prevents 

the server from processing unencrypted packets in man - in -

the -middle attack scenarios. This flag is only understood by 

RDP 5.2 and later servers.  

INFO_RAIL  

0x00008000  

Indicates that the remote connection being est ablished is for 

the purpose of launching remote programs (see Section [MS -

RDPERP]). This flag is only understood by RDP 6.0 and later 

servers.  

INFO_LOGONERRORS  

0x00010000  

Indicates a request for logon error notifications usin g the 

Save Session Info PDU (section 2.2.10.1). This flag is only 

understood by RDP 6.0 and later servers.  

INFO_MOUSE_HAS_WHEEL  

0x00020000  

Indicates that the mouse which is connected to the client 

machine has a scroll wheel. This flag is only understood by 

%5bMS-RDPEA%5d.pdf
%5bMS-RDPERP%5d.pdf
%5bMS-RDPERP%5d.pdf
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Flag  Meaning  

RDP 6.0 and later servers.  

INFO_PASSWORD_IS_SC_PIN  

0x00040000  

Indicates that the Password  field in the Info Packet contains 

a smart card personal identification number (PIN). This flag is 

only understood by RDP 6.0 and later servers.  

INFO_NOAUDIOPLAYBACK  

0x00080000  

Indicates that no audio redirection or playback (see [MS -

RDPEA]) should take place. This flag is only understood by 

RDP 6.0 an d later servers.  

 INFO_USING_SAVED_CREDS  

 0x00100000  

 Any user credentials sent on the wire during the RDP 

Connection Sequence (see Sections 1.3.1.1  and 1.3.1.2 ) 

have been retrieved fro m a credential store and were not 

obtained directly from the user.  

The CompressionTypeMask is a four -bit enumerated value containing the highest compression 
package support available on the client. The packages codes are:  

Value  Meaning  

PACKET_COMPR_TYPE_8K 

0 

MPPC 8K compression (see MPPC-8K (section 3.1.8.4.1) )  

PACKET_COMPR_TYPE_64K 

1 

MPPC 64K compression (see MPPC-64K (section 3.1.8.4.2) )  

PACKET_COMPR_TYPE_RDP6 

2 

RDP 6.0 bulk compression (see [MS -RDPEGDI]  section 3.1.8).  

Support for package n implies support for all lesser compression packages 0...(n -  1) .  

cbDomain (2 bytes):  A 16 -bit unsigned integer. The size in bytes of the character data in the 

Domain  field. This size excludes the length of the mandatory null terminator.  

cbUserName (2 bytes):  A 16 -bit unsigned integer. The size in bytes of the character data in 
the UserNam e  field. This size excludes the length of the mandatory null terminator.  

cbPassword (2 bytes):  A 16 -bit unsigned integer. The size in bytes of the character data in 

the Password  field. This size excludes the length of the mandatory null terminator.  

cbAlte rnateShell (2 bytes):  A 16 -bit unsigned integer. The size in bytes of the character data 
in the AlternateShell  field. This size excludes the length of the mandatory null terminator.  

cbWorkingDir (2 bytes):  A 16 -bit unsigned integer. The size in bytes of the character data in 
the WorkingDir  field. This size excludes the length of the mandatory null terminator.  

Domain (variable):  Variable length logon domain of the user (the length in bytes is given by 

the cbDomain  field). The maximum length allowed by RDP 4.0 and RDP 5.0 servers is 52 
bytes (including the mandatory null terminator). RDP 5.1 and later allow a maximum length of 
512 bytes (including the mandatory null terminator). The field must contain at least a nul l 
terminator character in ANSI or Unicode format (depending on the presence of the 

INFO_UNICODE flag).  

UserName (variable):  Variable length logon user name of the user (the length in bytes is 
given by the cbUserName  field). The maximum length allowed by R DP 4.0 and RDP 5.0 

%5bMS-RDPEGDI%5d.pdf
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servers is 44 bytes (including the mandatory null terminator). RDP 5.1 and later allow a 
maximum length of 512 bytes (including the mandatory null terminator). The field must 

contain at least a null terminator character in ANSI or Unicod e format (depending on the 
presence of the INFO_UNICODE flag).  

Password (variable):  Variable length logon password of the user (the length in bytes is given 
by the cbPassword  field). The maximum length allowed by RDP 4.0 and RDP 5.0 servers is 

32 bytes (i ncluding the mandatory null terminator). RDP 5.1 and later allow a maximum 

length of 512 bytes (including the mandatory null terminator). The field must contain at least 
a null terminator character in ANSI or Unicode format (depending on the presence of th e 

INFO_UNICODE flag).  

AlternateShell (variable):  Variable length path to the executable file of an alternate shell, e.g. 
"c: \ dir \ prog.exe" (the length in bytes is given by the cbAlternateShell  field). The maximum 

allowed length is 512 bytes (including the  mandatory null terminator). This field MUST only be 
initialized if the client is requesting a shell other than the default. The field must contain at 
least a null terminator character in ANSI or Unicode format (depending on the presence of the 
INFO_UNICOD E flag).  

WorkingDir (variable):  Variable length directory that contains the executable file specified in 
the AlternateShell  field or any related files (the length in bytes is given by the 
cbWorkingDir  field). The maximum allowed length is 512 bytes (inclu ding the mandatory null 

terminator). This field MAY be initialized if the client is requesting a shell other than the 
default. The field must contain at least a null terminator character in ANSI or Unicode format 
(depending on the presence of the INFO_UNIC ODE flag).  

extraInfo (variable):  Optional and variable length extended information added in RDP 5.0, as 
specified in section 2.2.1.11.1.1.1 . 

2.2.1.11.1.1.1   Extended Info Packet (TS_EXTENDED_INFO_PACKET)  

 The TS_EXTENDE D_INFO_PACKET structure contains user information specific to RDP 5.0 and later.  
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clientAddressFamily  cbClientAddress  

clientAddress (variable)  

...  

cbClientDir  clientDir (variable)  

...  

clientTimeZone  

...  
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...  

...  

...  

...  

...  

...  

(clientTimeZone cont'd for 35 rows)  

clientSessionId  

performanceFlags  

cbAutoReconnectLen  autoReconnectCookie (optional)  

...  

...  

...  

...  

...  

...  

...  reserved1 (optional)  

reserved2 (optional)    

clientAddressFamily (2 bytes):  A 16 -bit unsigned integer. The numeric socket descriptor for 

the client address type. RDP only uses TCP/IP, so this field MUST be set to AF_INET (0x0002).  

cbClientAddress (2 bytes):  A 16 -bit unsigned integer. The size in bytes of the character data 
in the clientAddress  field. This size includes the length of the mandatory null terminator.  




